MVSC - Multivia Sm@rt-

Connect
User manual

db ATrUVIA




MVSC - Multivia Sm@rtConnect

User manual

Version: 4.5
Datum/Uhrzeit: 29.10.2025/ 11:34 Uhr

Revision History

Nummer Datum Inhalt / Anderungen
12 21.10.2025 Addition for MVSC release 4.5:

» The chapter "Use" has been renamed to "Using MVSC". In addition, it has been expan-
ded to include the subchapter "Verification of payee".

11 17.10.2024  Addition for MVSC release 4.0:

» The "introduction”, chapter "General usability of MVSC", "Short description of MVSC"
has been extended by a description of how to use Java version 1.8 or 17. Two web
addresses were also included for downloading the desired MVSC version.

» The Chapter "Use in console mode", section "Call from the console" has been adjusted.
The description of the call variant "D" has been divided into two sections: The description
of the order types for downloads and the description of the order types for uploads.
The description of the download order types has been added.

10 28.08.2023  Addition for MVSC release 3.5.0:

» The section "Authentication" of the chapter "Setup”, "Application start" has been exten-
ded. After the first login, the initial password has to be changed.

09 16.11.2022 | Addition for MVSC release 3.0.0:

» The chapter "Technical logging" has been adjusted: the figure of the menu "Help",
"Logging" has been renewed and can now be found in the section "Log level". The
section "Menu item" has been deleted.

» Chapter "Help": The reference is now made to the manual. The description of the "help
texts" has been deleted.




Nummer Datum Inhalt / Anderungen
08 13.05.2022  Addition for MVSC release 3.0.0:

» The chapter "Structure of the program" has been extended by the new tab "Order His-
tory". In addition, the "Configuration" tab has been renamed to "Accesses". This avoids
confusion with the menu item of the same name.

» Chapter "Specifying EBICS access data", section "Setup process": the description of
the recommended signature medium "certificate” has been added. In addition, notes
were included: from the EBICS version "EBICS 3.0" no new chip cards and security
files can be generated or initialized.

» Chapter "Specifying EBICS access data" has been extended by the new section "Change
key".

» Chapter "Check options" has been expanded to include the section "Order History".

» Chapter "Supported signature procedures"”, section "Security file": the warning about
entering the wrong password has been corrected.

» Chapters "Use in console mode", "Automated use via batch file" and "Container cre-
ation": the call variants of MVSC has been revised.

07 11.03.2021  Addition for MVSC release 2.6.0:

A brief description of the difference between "MVSC Vollversion" and "MVSC Sign"
has been included in chapter "General usability of MVSC" of the "introduction”.

» Areference to "MVSC Sign" has been added to chapter "Structure of the program".

06 04.03.2020  Addition for MVSC release 2.6.0:

» Chapter "Data transfer via the GUI", section "Executing an upload order type ": a tip
for using the order type "AUTO" has been added

» Chapter "Use in console mode" has been expanded to include the section "Order types
'AUTO' and 'AUTD'

05 19/09/2019  Addition for MVSC release 2.5.0:

» The introduction has been extended by the new section "Multilingualism®”.

» Chapter "Supported signature procedures”, section "Security file": warning on five
consecutive incorrect password entries added

» The chapter "Directory structure" has been extended by the directory "Original”.

« Into the chapter "Installation” the section "Update of the signature version of an access
ID" has been added. In addition, the selection of the default language was added in
the section "Installation with the wizard ‘install.jar".

» Chapter "Specifying EBICS access data", section "Setup process": the description of
the setup of an EBICS access has been added with the specification of the length and
the permissible characters. In addition, some screenshots have been exchanged be-
cause the order of the signature versions has changed.

» Chapter "Default settings"”, section "Group 'Other settings™: new option "Send selected
sepa-files as IBAN-Only" added

04 11/10/2018  Addition for MVSC release 2.0.3:

» Chapter "General applications of MVSC" and chapter "System requirements": a Java
version 1.7 or 1.8 is required




Nummer Datum Inhalt / Anderungen

03 16/08/2018 @ Addition for MVSC release 2.0.2:

» Screenshots updated due to a new logo

» Chapter "Licence server" newly added

* Return values in console mode: return value 25 added

» Chapter "Use in console mode", section "Call from the console": call parameters of the
call variants "C" and "D" adjusted

02 03/11/2017 MVSC 2.0 manual based on MVSC 1.0

01 03/08/2013 MVSC 1.0 manual based on PCTI 2.0

Offentlich (C1)

Copyright Atruvia AG 2025
Alle Rechte vorbehalten



MVSC - Multivia Sm@rtConnect db ATruvia

Table of Contents

T o)1 oo L8] o 1T o] o [N PRI iX
1. General usability Of MVSC .......i e e ettt e e e e e e eeees iX

2. EBICS DASICS .ttt et iX

I B T £ T o PSPPSR UPPPTPN 1
1.1. General information on fUNCHONAIILY ...........iiiiiiiiiii e 1
1.2. Supported SIgNAture PrOCEAUIES ........ciiiuin ettt e et e ettt e e et e e et eeeaba s 1
IR RS0 o] o To T (=To M o] o L= g 1Y/ o 1= LS PSP 2
1.4. Managing access and CONNECLION ALA ........ccuuuiiiiiiiie et 2
1.5. Structure Of the PrOGIAIM ... i et e et eeebe s 2

A N =Tor g a1 Tot= L= ] o =T o =TT 4
P S VS (=T I = To [N o = ] £ PP 4
A B = Tox (o] V] (U ol (1 PP 4

R 11 =1 | F= 1 [0 o [ UPPPPTRPN 6
3.1. Installation With the WIZAIG ............iiiii e e e e eenes 6
=] LU | o PP TPPT PP 10
AN o] o] o= 110 JK=1 <= T A PSPPSR 10
4.2. Prerequisites for EBICS COMMUNICALION .......cieuuuniiiiiiieicii et e e e s 10
4.3. Specifying an INternet CONNECLION ........iiiiit i e e e e e eaaens 10
4.4, SPeCifying EBICS ACCESS GALA ......uuuiiiiiiieiiiii ettt et e et e e b 11
4.5, IMPOItiNG ACCESS UALA .....uuiiiiii ettt e et e e et e e et e e e et 20
T I To =T (o= I Y= PSPPI 22

LT L] T Y YA PP 24
5.1. General INOrMALION ....... oot e ettt 24
5.2. Data transfer Vi the GUI ... ... e 24
B5.2.1. SENAING FilES e 24

5.2.2. DOWNIOAAING FilES ...t 26

5.2.3. Electronic distributed signature (henceforth referred to as "EDS") .....cccovevvvvviiiiiiinnennnnn. 28

5.2.4. Information 0N Order filES ......... i 30

TR B O g =Tt o] o] 1T L PSPPI 31
5.4, USE IN CONSOIE MOUE ...ttt e ettt e e et e e e eatn e e e eabn e e eeatnaeaees 35
5.5. Automated use via batCh file ... 39
5.6, DEFAUIL SEIINGS ... eeeetiieei ittt et et e e et e e et e e e et e enaans 40
T S B L O (] Tod 1T o LU 42
RS O] a1 =1 g [T g ol (=T 110 o [PPSR 44
5.9. VETIfICALION OF PAYEE ...uiiiiii e ettt e et e et e eeee 49

Lo N £ 10 T= G PP PTSPPT 61
L 1= 111 ORI 61
6.2. Return values in CONSOIE MOE .........uuiiiiiii e e 61
LS B @ (o [T g 1Y/ o L= TSP 63
L o To o o P PPN 64
Lo I B I =1 oo [ U Y= g (o o [P 64

6.4.2. TECANICAl [OGGING ... eietiieeiii e e e et e e e et e e e eab e e eent e eees 65

LSS T o 1= o R PPN 65
MVSC - Multivia Sm@rtConnect 29.10.2025 v

User manual Offentlich (C1)



MVSC - Multivia Sm@rtConnect db ATruvia

List of Figures

1. Language selection in the upper rght @rea ..........oooiuiiiiii e iX
1.1. Tabs of the main appliCation WINAOW ...........oiiiuuiiiiiiii et e 2
2. 1. MVSC dIrECLONY SIIUCTUIE ...eeetiieeeit ettt ettt et e e ettt e e e e et e e e e tb e e e e ab e e e eban s 4
3.1. Language selection during iNStAllAtioN .............ooiiiiiiiiii e 6
3.2. Download of the @PPIICALION .........uuiiiiii e et e ettt e e et e e e erb e 6
3.3. Installation or update of an eXiStiNG VEISION .......ciiuuiiiiiii e 7
3.4. Select INStallation IrECIOTY .......ciiii e e et e e e 7
T Y=o T g o] o o] =] PP 8
3.6. INStallation COMPIETE ........i i ettt e et e et e e e eae s 8
3.7. Automatic change of the signature version t0 ADDB ............coouuuriiiiiiiiie i 9
4.1, INterNet USE WItNOUL PIOXY ....iieutuieeeiti ettt e ettt e ettt e e ettt e et et e e e eat i r e e e etbneeeeebnneeeeatnaeeeentnaeaees 11
4.2. Data entry in Multivia SmM@rtCONNECE, STEP L ..vuviriiiiiieii e e e e e e e eanns 13
4.3. Data entry in Multivia SM@rtCONNECE, SIEP 2@ ...vvvuiiiiieiiiieiiie e e e e e e e e e e eaens 14
4.4, Data entry in Multivia Sm@rtConnect, StEP 2D .....vuiiiiiiiii e 14
4.5, Data entry in Multivia SM@TrtCONNECE, STEP 2C ...vvvuriiiiieii it ee e e e e e e e eenes 15
4.6. Data entry in Multivia SmM@rtCONNECT, STEP 3 ..uniiniiiii e e e 16
4.7.Verifying the CertifiCate .........coouuiiii e e e e e eeeb e eees 17
4.8. Download of the DANK KEY ........uuii e e e 18
4.9. INfOrmMation ON The GCCESS ...t et e et e e ettt e e e eat e e e eataeeees 19
4.10. Call up the function "Change KEY" ... e e eeaes 19
4.11. Key change - selection of the security MediUum ........ ..o 20
4.12. Key change - selection of the SIgNature VErSION .............uiiiiiiiiiiiii e 20
4.13. Key change - selection of the Keylength ... 20
4.14. File import of data in case of a new MVSC installation ............c.oooeiiiiiiiiniii e, 21
4.15. Login WithOUt Proper reQISIIAtION .........oceuuuieieiii et ee et e ettt e et e e et e e e et e e e ett e e e eerenaeeeees 22
4.16. Login With Proper reQISITAtION ...........iiiiiii ittt et e e et e e et eeeneens 22
o 101 (o[ Tot =T T PSPPSR 23
4.18. Register and ChecCk lICENCE KBY ... eaees 23
4.19. Licence key successfully regiStered ..........ooeuuuiiiiiiii e 23
LI I 11T o] (o = o PSP 24
5.2. Result of the data tranSIer ... 25
RS B 1 1= o (01117 o =T ST 27
I @) (o [ g0 T QYT PSPPSR 30
ST 1[I oo 01 1= £ PP 30
5.6. Order data diSPIAY ........uiiieiiiieiiii et 31
B5.7. PTK tranSTer ProtOCOI ... ..oouuniiiiiiii ettt e e e e e s 32
5.8. HAC CUSIOMET PIrOLOCOI .. ittt et e ettt e e et e e e e et e e e eaann s 33
R O] o (=T o 1] (o] VPSPPI 33
5.10. Order History - Extrainformation for OFder ...........oooiiiiii it 34
5.11. Order History - call Up the OPLIONS ... e 34
N D @ o [T o 111 (0 VAR @ o] 1T L TSP 35
5.13. Preset default SETHNGS ....... ittt et e e e aae 40
N ST B T O Y 1 1] o L PP 43
5.15. Selection of the files for @ CONTAINET ..........uiiiii e e 46
N ] a1 r= 1] o [=T g ol (=T 110 ] o [P PPTT 46
5.17.VOP: Download authOrISAtIONS ...........iiiiiiieieii ettt e e e et e e e ena e eeees 50
5.18. VOP: Result of the order type retrieVal .........oooouuniiiiii e e 50
5.19. VOP: Call Default SEIINGS .. .ceeuunieiiiiiiei ettt e e et e e e et e e e e et e e e eetaaeeeees 51
5.20. VOP: MaKe Default SEHINGS ....cceuuiieiiiiiei et e e e 52
5.21. VoP: Data transfer with order type "AUTO" ... .ot e e e e e e eai e eees 53
5.22.VoP: Result of the data transfer with order type "AUTO' ........ooiiiiiiiiiii e 54
5.23. VoP: Data transfer with order type "AUTO" ... .ot e e e eeaa e eees 54
5.24.VoP: Result of data transfer with order type ‘AUTO’ ......cooouiiiiiiii e 55
5.25. VoP: Data transfer with order type other than ‘AUTO’ ..........iiiiiiiiiiiii e 55
5.26. VOP: DOWNIOAA OVEIVIEW ... .eeiiiiiiiit ettt ettt e ettt e e et e e e e e tt e e e e et e e e eeaenaeaeees 57
5.27.VOP: Retrieve the Status report, SEEP L ...oouui i e 58
5.28. VOP: Retrieve the Status report, SEEP 2 ...oouuiiiiiii e 58
MVSC - Multivia Sm@rtConnect 29.10.2025 vi

User manual Offentlich (C1)



MVSC - Multivia Sm@rtConnect db ATruvia

5.29. VOP: SEALUS JO0S . ettnieiiiiie ettt ettt e e ettt e ettt e e e e et e e e et e e e eat e eaens 59
5.30. VoP: Recipient file name verification ProtoCol ..............oveiiiiiiiiiiiii e 59
5.31. VoP: Recipient file name verification protocol sorted by Status ...........cooooeiiiiiiiiiiiin s 60
L 20 I I o TSP 64
L 2 W To o [ o o [P UPPPRT PPN 65
MVSC - Multivia Sm@rtConnect 29.10.2025 vii

User manual Offentlich (C1)



MVSC - Multivia Sm@rtConnect db ATruvia

List of Tables
5.1. Explanation of EDS-related rOIES ..........iiiiiiiiieiii e 28

MVSC - Multivia Sm@rtConnect 29.10.2025 viii
User manual Offentlich (C1)



db ATrUVIA

Introduction

1. General usability of MVSC

Short descrip-
tion of MVSC

Multilingualism

MVSC is a Java-based tool for secure transfers of already created order files via the
EBICS procedure. The application can be executed in the two modes "Data transfer via
the GUI" and "Console call", which enable a needs-oriented definition of the software.

In contrast to the 'MVSC full version', 'MVSC Sign' can only be used to sign order files.
Sending and collecting order files is not possible with ‘'MVSC-Sign'. The tab 'data transfers'
is only available in the full version of ‘'MVSC' and not in '"MVSC Sign'.

MVSC benefits from the platform independence given in Java and can be executed on
all operating systems on which a Java version 1.8 or 17 is installed.

There are 2 versions of MVSC, one for Java 1.8 and one for Java 17, so there are also
two web addresses for downloading the version of MVSC.

If you want to use the MVSC version for Java 1.8, go to the following web address:
"https://smartconnect.multivia-suite.de/software/Install_MVSC.jar".

If you want to use the MVSC version for Java 17, go to the following web address:
https://smartconnect.multivia-suite.de/software/Install._MVSC17.jar

Note: Updates are installed automatically if the respective MVSC version is already
available.

In the upper right area are buttons for selecting the language.
This is shown in the following figure:

‘e

File Configuration Help 5
Figure 1. Language selection in the upper right area

2. EBICS basics

Definition

Security as-
pects

Legal frame-
work

EBICS (Electronic Banking Internet Communication Standard) is the name of a multi-
bank capable standard for transferring payment files via the Internet protocols TCP/IP,
HTTP and HTTPS. EBICS is considered the successor of the previously existing FTAM
standard "RDT with customers”, which communicated with the bank server through direct
dial-in via ISDN and/or DATEX-P.

Many FTAM characteristics were retained, such as the data model (customer / user /
account) and the activation procedure (INI letter). The electronic signature from FTAM
is also supported by EBICS. This makes a migration to the new EBICS procedure possible
for former FTAM customers. Aside from the electronic signature supported by FTAM so
far, which is stored in the form of a security file, EBICS offers the additional option to
store the electronic signature on a smartcard. More information on the setup of an EBICS
access under MVSC can be found in the chapter "Setup".

Since 1 January 2008, financial institutions are obligated to support the EBICS standard,
while the same obligation regarding the FTAM procedure ended on 31/10/2010.
(http://www.ebics-zka.de/).

MVSC - Multivia Sm@rtConnect 29.10.2025 ix
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Chapter 1. Functions

1.1. General information on functionality

Call variants

The GUI of MVSC offers all required functions, from the creation of EBICS and Internet
connection data all the way to data transfers of all kinds.

After the EBICS access has been activated on the GUI, the use of the console mode is
only a matter of calling the application.

1.2. Supported signature procedures

Signature pro-
cedures

Security file

Smartcard

EBICS supports the signature procedures "Security file" and "Smartcard". MVSC supports
both procedures as well as all already existing sighature versions (A004 / AO05 / A006)
and key lengths.

Note
For the use of a smartcard, appropriate hardware is required (smartcard reader
/ signature cards).

A function available in MVSC enables the creation of an own password-protected security
file. For security reasons, the respective storage locations of the physical security file
and its password should not be next to each other, as a certain risk remains in spite of
the encrypted storage in MVSC.

P Tip
! Store your security file on a USB stick.

Caution
With six incorrect password entries, the security file and the access will be finally
deleted.

If you have an EBICS-capable smartcard, we recommend using it instead of a security
file. Smartcards are generally more secure as the private keys stored on them can never
be stored on a hard drive or anything similar. The keys for signatures and encryption on
a smartcard are secured with two PINs (card and signature PIN). However, the two PINs
may also be identical. The PINs are entered via the keypad of a suitable smartcard
reader. This provides an additional level of security against malware attacks (e.g. Trojans)
compared to passwords entered via a normal keyboard.

Caution

Should you possess a personalised smartcard, please ensure that you know
the PINs of the card. If you have not changed them yet, you will find the initial
PINs in your PIN letters.

Note

The signature procedure "Smartcard" is not suited for automated data transfer.
If certain access data is to be used in the console mode, you must select the
signature procedure "Security file".

MVSC - Multivia Sm@rtConnect 29.10.2025 1
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1.3. Supported order types

General inform-
ation

Synchronising
order types

Electronic dis-
tributed signa-
ture ("EDS")

The MVSC application supports all order types of EBICS. However, it only displays the
order types that have been set up and/or assigned to the respective access at the EBICS
server.

Should you required additional order types, they must be activated at the EBICS server.
Subsequently, the order types known in MVSC must be synchronised with the bank
server system again.

The "EDS" is a location-independent release system for orders. This means that if user
X of a customer is not sufficiently authorised to execute an order type with his signature
alone, the order is moved to a so-called "order pool". Other users (Y) that are authorised
for this account can now download an overview of the orders collected there. After the
overview has been successfully downloaded, userY can view the orders pending further
signatures and sign or cancel them.

1.4. Managing access and connection data

EBICS

Internet

To create a functional EBICS access, you need the following information from your BPD
sheet:

¢ Customer ID

« Host name of the EBICS server (8 digits)

« URL of the EBICS server (starting with "https")

* User ID

< EBICS version (supported versions can be downloaded via a button)

After entering and saving this data in the GUI, you must configure the security medium:

¢ Signature medium

» Signature version (must be known if using an existing medium)

» Path to the security file/card number (button "Assign card")

« If applicable, password for the security file (use in console mode)

If a direct connection to the Internet is available, no changes to the preset connection
type are required. If the connection is to be established via a proxy server, these settings
are easy to configure, as well.

1.5. Structure of the program

Menu items

After the dialog user has been successfully authenticated by the application via the login
mask, the main window of the application is displayed.

The following figure shows the tabs available to you:

[{5;; Data transfers I/Z Order History r / Signatures r AAccesses r L.Lj Dialog users r@ Internet rQLog |

Figure 1.1. Tabs of the main application window

The following table describes each of the tabs:
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Tab
Data transfers

Order History

Signatures

Accesses

Dialog users

Internet

Log

Function/description

In this mask, you can perform data transfers. To this end, you select the
respective EBICS access and then the desired order type and the files to
be transferred. The execution of orders is only possible once your EBICS
access data is fully stored in the program and has been initialised at the
EBICS bank server.

Note

This tab "data transfers" is only available in the full version of
"MVSC". It's not available in "MVSC Sign".

<

Here you have the option of displaying the entries from the HAC protocol.
You will be shown all orders that relate to the respective customer ID and
the respective access ID.

. Tip
! Under the menu item "Configuration"->"Options" you can specify
how long the entries from the order history are displayed.

More information on this can be found in the chapter "Check options" in
the section "Order History".

The EBICS procedure enables the release of orders with the four-eyes
principle. The not yet fully authorised orders are then stored at the EBICS
bank server and await further signatures by authorised users. Only after
one or several further signatures are granted is the order forwarded to the
processing systems. The overview of orders pending signatures can then
be view in this tab by specifying the EBICS access. The orders can be
signed or cancelled.

This tab contains all input fields for EBICS access data. The access data

is entered here. The accesses tab is also used to create and/ or initialise

the related security medium. The order types stored in the system can be
downloaded in this mask. If MVSC is to be used in the console mode, you
can define the defaults for the call here.

This tab is used to manage the dialog users stored in MVSC. The adminis-
trator is authorised to create or delete dialog users and to reset the pass-
word of other dialog users. All other dialog users can only change their own
password.

In this tab, you can configure the Internet connection. This setting is valid
for all created access IDs. Provided the connection does not use a proxy
server, the settings can remain unchanged. Otherwise you must specify
the connection data of the proxy server used.

The dialog user's actions are recorded in a log file. A separate file is created
for each day. In the tab "Log", you can view and filter these files.

MVSC - Multivia Sm@rtConnect
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Chapter 2. Technical aspects

2.1. System requirements

Operating sys-
tem and Java
environment

You require a Java runtime environment (JRE) version 1.7 or 1.8 to use MVSC on your
computer. Thanks to its flexible structure, MVSC is compatible with all operating systems
that support this Java standard (e.g. Windows, Unix, Linux).

2.2. Directory structure

Content of the
program direct-
ory

Upload and
download direct-
ories

Documents dir-
ectory

After the installation of MVSC, the directory structure depicted in the following figure is
located in the specified MVSC program directory:

W MVSC
Backup
Db
v Download
Dokumente
Konfig
Lib
Metwork
Schema
Security
Temp
Traces
Update
v Upload
MotTransfered
Orginal

Transfered

Figure 2.1. MVSC directory structure

The directories "Download” and "Upload" are used as the standard inbound directory
and standard outbound directory for received files and files to be sent. Both directories
can be configured individually per access ID. Below these directories you will find further
subdirectories ("Documents” or "NotTransfered", "Original" and "Transfered").

The directory "Dokumente" is used as a storage directory for received protocol files (order
types "PTK" and "HAC") and INI letters. To separate documents from order files, the
directory is usually located below the specified download path. This directory can also
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Processed files

Secuirity files

Log and trace
files

Configuration
files (valid until
MVSC version
2.0)

Database direct-
ory (valid as of
MVSC version
2.0)

Other director-
ies

be configured individually per access ID. For more information, see the chapter "Default
settings".

The directory "Transfered" below the upload directory serves as storage location for
transferred files. This path can also be configured individually per access ID. The distinc-
tion between already transferred files and files that are pending transfer is necessary as
otherwise the same files could be transferred multiple times in the console mode. If the
data transfer fails in the console mode, the affected file is moved to the directory "Not-
Transfered". In the GUI mode, the directory "NotTransfered" is irrelevant.

The directory "Original" is used to store the original file if the option "Send selected sepa-
files as IBAN-Only" is used. More information on this option can be found in the chapter

"Default settings" in the section "Group 'Other settings".

In the security directory, MVSC stores the generated security files (*.ESK). Additionally,
the public keys of the different EBICS bank servers are stored here (*.PKD).

Technical log files, which can be helpful for us as manufacturer in case of errors, can
be found in the directory Traces. As of version 2.0, this directory also contains the daily
written action logs.

All specified configuration data can be found in the config directory. This includes created
access IDs, file filter settings, permitted order types and the Internet connection data.

As of MVSC version 2.0, all specified configuration data can be found in the DB directory
in an encrypted database. This includes created access IDs, file filter settings, permitted
order types and the Internet connection data. When the MVSC version 1.0 is updated
to 2.0, the data from the config directory is automatically imported into the database.

The directories "Lib", "Temp" and "Network" are not relevant for operating the application.
However, data transfers via EBICS are not possible without the files in the Lib directory.
When the software is updated, the update package to be installed is first stored in the
folder "Update". The most important files are backed up in the directory "Backup" prior
to the update. The XML schema files (*.XSD) required for the validation of SEPA XML
files are located in the directory "Schema".
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Chapter 3. Installation

3.1. Installation with the wizard

Installation with  As of its version 1.0, the application includes an installation wizard that downloads the
the wizard "in-  program from a server and guides you through the installation in just a few steps. This

stall.jar" installation wizard "install.jar" is described in the following table:
Step Procedure
1 First select the language you want to work with. The selected language is then saved

as a default value for future calls of the program. Regardless of this, you can still
change the language as described in the introduction in the section "Multilingualism".

The following mask for language selection is displayed:

Sprachauswahl X
':9.' Bitte Sprache wahlen: % English
QK Abbrechen

Figure 3.1. Language selection during installation

You then get to the next step via the button "OK".

2 Start the download of the application and wait until the process is finished.
The following mask is displayed:

31’:3 Multivia Sm@rtConnect - Installation and update

Downloading...

Please wait until the software download is finished.
Download successfult

4 Back Continue P

Figure 3.2. Download of the application

You then get to the next step via the button "Continue".

3 Select whether you want to perform a new installation or whether you want to update
an existing version.

The following figure shows the selection mask:

MVSC - Multivia Sm@rtConnect 29.10.2025 6
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Step Procedure

g?} Multivia Sm@rtConnect - Installation and update

Please choose an installation option.

(® Installation -> Choose this option to create a fresh installation.

(O Update -> Choose this option to update an existing version.

Figure 3.3. Installation or update of an existing version

Go to the next step via the button "Continue".

4 Select an installation directory.
The following figure shows the mask "Select installation directory":

5:'3 Multivia Sm@rtConnect - Installation and update

Choose installation location:

Please choose an instaliation directory.

It is recommended to pick an empty folder for a new installation.

The required subdirectories will automatically be created.

Please note: with Windows Vista/7/8/10 it is recommended not to install the software in folder within the
Program Files folder.

Directory:C:\MVSC\ Q Choose Location

Required hard disk space: 20 MB
Available hard disk space: 328.252 MB

x Cancel 4 Back Continue

Figure 3.4. Select installation directory

Go to the next step via the button "Continue".

5 Wait for the installation process to finish. The following mask is displayed:

MVSC - Multivia Sm@rtConnect 29.10.2025
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Step Procedure

9_"; Multivia Sm@rtConnect - Installation and update

Start the installation

Installation complete!

FIIE ChHEma/pain.uvs.Tag.Ul. X530 SUCCTESSTUILILY EXTIracrted. ..

~
File Schema/pain.008.fgi.0l.xsd successfully extracted...

File Schema/scc.nnn.002.04.xsd successfully extracted...
File Schema/supl.017.002.0l1.xsd successfully extracted...
File Security/ successfully extracted...

File sprache.de successfully extracted...

File sprache.gb successfully extracted...

File Temp/ successfully extracted...

File Update/ successfully extracted...

File update.jar successfully extracted...

File Upload/ successfully extracted...

File Upload/NotTransfered/ successfully extracted...
File Upload/Transfered/ successfully extracted...
Installation complete!

9
< >
K cancel 4 Back Continue P
Figure 3.5. Installation process
You then get to the next step via the button "Continue”.
6 A confirmation message informs you that the installation process is completed.

The following figure shows the confirmation mask:

ff’; Multivia Sm@rtConnect - Installation and update

Installation finished successfully.

Installation successfully completed.
The application is now usable.
[[] Start application

[] Create a shortcut on the desktop

x Cance 4 Back

Figure 3.6. Installation complete

Exit the installation wizard via the button "Finish".

Update of the As of MVSC version 2.5.0, if you have an access ID with a signature version smaller
signature ver- than "A006", you will be presented with a mask offering to update to signature version
sion of an ac- "A006". The access IDs that have a smaller signature version than "A006" are listed on
cess ID this mask.

The following figure shows an example of this mask:

MVSC - Multivia Sm@rtConnect 29.10.2025 8
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Installation
Autoratic change of the signature version to ADDG ¥
Select the access IDs to be converted to signature version A006.
[ Access D=~ Customer ID UserlD EBICS version | Sig. version
[[1| 1234567890M234567890a_34567890 TEST TEST 25 ADD4
[1|cusTomer CUSTOMERID \SERID 25 ADD4
| J Adapt | | x Cancel |
Figure 3.7. Automatic change of the signature version to A006
Here you can first select the access IDs for which you want to run an update to signature
version "A006". Use the button "Adapt" to execute the update. In order to change no
access IDs select the button "Cancel".

Update As of the MVSC version 1.0, the application has an integrated update function. After the
login, the application automatically checks whether updates are available. If an update
is available, a corresponding message is displayed and you can either confirm the update
or reject it. The update check can be repeated via the menu "Help->Update".

MVSC - Multivia Sm@rtConnect 29.10.2025 9
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Chapter 4. Setup

4.1. Application start

Authentication

An MVSC administrator access is used for the login to the application. The initial admin-
istrator password is "xxxx". This has to be changed at the first login. The new password
has to consist of at least eight characters. It has to consist of letters, numbers and at
least one special character.

Then the password can be changed at any time in the tab "Dialog users".

The administrator can create other dialog users who have their own password for applic-
ation login.

4.2. Prerequisites for EBICS communication

Customer ID at
the EBICS bank
server

BPD sheet

To participate in the EBICS procedure, a customer requires a customer ID that must be
set up on the EBICS bank server system. Various user IDs that usually represent the
employees of a company can be set up for one customer ID. The authorisations of each
employee are stored on the EBICS bank server at the respective user ID and can only
be changed there.

For each user ID, a "BPD sheet" is available that contains, among other data, all inform-
ation on the user's authorisations. This includes the connection data of the EBICS server
(host name/ URL), the permitted order types, the public bank keys to be checked during
initialisation (hash values) and a list of accounts for which a user ID has authorisations.
To set up an access ID in the tab "Accesses", the "Customer ID", "User ID", "Host name"
and "URL address" must be copied to the mask and then saved.

4.3. Specifying an Internet connection

Internet connec-
tion

Use without a
proxy server

An Internet connection is required for EBICS communication. The Internet connection
is specified in the tab "Internet" and centrally stored for all dialog users and all EBICS
accesses.

If the Internet connection is not to be established via a proxy server, there is no need to
adjust the data in the mask "Manage Internet connection".

The following figure shows the mask "Manage Internet connection":
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Use of a proxy
server

Password for
the proxy serv-
er

Use of the
NTLM authentic-
ation

Manage Internet connection
@) Use existing Internet connection

Configure proxy server
) Use proxy server

Q'ﬁ Save

Figure 4.1. Internet use without proxy

If a proxy server is required to establish a connection with the Internet, at least the address
(or IP) and port of the server must be entered in the appropriate fields. As some proxy
servers demand an authentication, the dialog user name and password can also be
specified in the application.

If the password for the proxy server shall not be stored in the application, it can also be
entered via the GUI during a data transfer. In console mode, however, the password for
the proxy server (if it is required) must also be stored.

"NTLM" is an authentication method developed by Microsoft for computer networks. It
ensures the authentication within a domain via the name of the respective workstation.
To use this kind of authentication, you must specify the domain of the addressed proxy
server as well as the name of your own workstation (host name).

Note
The NTLM authentication can only be used in suitably set up networks. In most
networks, the direct authentication via a specified proxy server is sufficient.

4.4. Specifying EBICS access data

Menu item The EBICS access data is specified in the tab "Accesses". The setup of a functional
EBICS access in MVSC is performed in several steps:
‘ Step Procedure
1 Copy the EBICS access data from the BPD sheet to the input screen and save your
input via the button "Save".
MVSC - Multivia Sm@rtConnect 29.10.2025 11
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Selecting the
card reader

Identification of
the access data

Setup process

Step Procedure

2 Set up a new security medium via the button "Generate new" or assign an already
existing security medium.

3 Initialise the specified security medium at the EBICS bank server (disclosure of your
own public keys).

A Caution
As a result of this step, you will receive a so-called "initialisation letter".
Submit this initialisation letter to your bank in written form so that the bank
can activate your keys. The next step can only be performed after the activ-
ation.

4 Download your authorisations.

Note

During this process, the server certificate and the public keys of the bank
are downloaded, if applicable.

Via the menu item "Configuration -> Set up access ID", you can start a wizard that helps
you create an access ID. The following information is then requested step by step.

If you want to use a smartcard as signature medium for your EBICS access, you must
select a standard smartcard reader. You can change the standard smartcard reader at
any time via the menu "Configuration -> Select card reader". The standard smartcard
reader selected from the list will be used for all future accesses to the smartcard.

If no standard smartcard reader has been selected yet, or if the specified standard
smartcard reader was not found, MVSC offers you a selection list.

The access data entered is always identified via the specified access ID during the future
use of the application.

A Caution
The access ID itself can no longer be changed after its setup.

The following table describes the setup of a new access ID:
In the second step, a distinction is made between the three signature media

» certificate
* security file
¢ smartcard.

These three alternatives are described in steps 2a, 2b and 2c. So only one of the three
steps 2a, 2b or 2¢ has to be carried out.

P Tip
1 . .
It is recommended to use the certificate.
A Caution
From the EBICS version "EBICS 3.0" no new chip cards and security files can
be generated or initialized. However, existing chip cards or security files can still
be used.
MVSC - Multivia Sm@rtConnect 29.10.2025 12
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Step

2a

Procedure

Copy your EBICS access data from the BPD sheet to the configuration mask. Basically
you can choose any name for the access ID. The length may only be a maximum of
30 characters. Only the following characters may be used:

» Upper and lowercase letter (A-Z, a - 2)
« Umlauts (A, &, U, i, 0, 6)

« Digits (0-9)

» Underscore

Note
Old accesses are unaffected by this restriction.

The following figure shows the configuration mask:

§}} pata transters ’// Signatures r,& onfiguration ’/d’) Dialog users r@ Internet rQLog ‘

EI |cuSTOMER "l II' ‘

Customer information

[CUSTGMERID @
User D * USERID

Access ID * gk New access ‘

Customer ID *

Bank server information
AT emics veson [25__[+]

[nttps:iebics-test.mult ite.de/VTR_| |

Host name *

Address *

——

Figure 4.2. Data entry in Multivia Sm@rtConnect, step 1

Enter the data specified in the BPD sheet and define an access ID of your choice in
the upper area of the mask. The following fields must be filled:

Field name in MVSC Field name in BPD sheet
Customer ID Customer ID (page 1)

User ID User ID (page 2)

Host name EBICS host IDs (page 1)

Address Bank parameter URL / EBICS URL (page 1)

Select your host name and the EBICS version. Save your input via the button "Save".
Depending on the signature medium, continue with step 2a, 2b or 2c:

» Step 2a: Certificate
» Step 2b: Security file
» Step 2c: Smartcard

After the data from step 1 is saved, the security medium must be configured. This
example uses a certificate as medium.

Signature medium certificate:

The following figure shows the mask for configuring the security medium using a cer-
tificate as example:
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Step

Procedure

] Datatransters | [ Order History | 7 Sianatures | A& Accesses | ) Dialogusers | (8) ntemet | @ Log
= [ |

Customer information
RO0301
User ID * EST003

Access ID * o New access H == Delete access H ok Copy access ‘

Customer ID *

{4 Lockuser

Bank server information

Host name [a] EBcs verson 25 [<] 2t verson query
Address * [ttps:r |

Security medium
Sig. medium ® Certfficate ) Security fle O Smartcard % Change key
Sig. version ®A006 O A0OS Keylength: 1536 47 change password
Status a Createfassign security medium W Next step

Password L 1]

[] save password

©

| {07 Default settings ‘ ‘

@ Intaise

& soc functions ‘

\ of save

H @, pownload authorsations

Figure 4.3. Data entry in Multivia Sm@rtConnect, step 2a
Prerequisites for using a certificate:

» Germany: At least EBICS version 2.5 is used.
» Europe except Germany: At least EBICS version 3.0 is used.

Procedure when using a certificate:

» Select "Certificate" as signature medium.

» Select which signature version your certificate corresponds to (A006 / A005).

» Create a password for your certificate.

» Repeat the password you specified.

» Optional: store your password for the generated security file (checkbox "Save
password").

2b

After the data from step 1 is saved, the security medium must be configured. This
example uses a security file as medium.

Signature medium secuirity file:

The following figure shows the mask for configuring the security medium using a se-
curity file as example:

&/ Data transfers ”jomermswm ”/ Signatures r&Ac:Esses rdjma\on users @ internet | @ Log
E |TESt,VTR “l |

‘Customer information

Access D * gk ew access ‘ ‘ == Delete access ‘ ‘ b Copy access |

Customer 1D * RO0301
User ID * EST003 14 Llockuser

Bank server information

Hostnome *  [CBREBIKT eics veson [25 [~ e verson query
Address * [nttps:#rebicsveu ]

Security medium

Sig. medium ) Certfficate @ Security fie  ( Smartcard % Change key
Sig. version ® AD06 (D ADD5 (D AO04  Keylength: 1536 ,,,-5 Change password
Status T create/assion security medium Mot step
File path * [

Q, Assign file

Password L 1

[ save password

& Generate new

il 1

O,

& Intizlse

{0} Default settings & spc functions |

of save

|| Q;, pownlead authorisations

Figure 4.4. Data entry in Multivia Sm@rtConnect, step 2b
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Step

2c

Procedure
Procedure when using an existing security file:

 Specify which signature version matches the keys in the target file (AO06 / AO05 /
A004).

* Click on the button "Assign file".

» Select the already existing security file and confirm the selection dialog.

» Save your access data via the button "Save access".

Procedure for generating a new security file (no longer possible from EBICS
3.0):

» Specify which signature version shall be generate with the security file (A006 / AO05
/ A004).

 Click on the button "Generate new".

» Specify the path and/or file name under which the security file shall be stored.

» Create a password for your security file according to the password rules displayed.

» Repeat the password you specified.

» Optional: store your password for the generated security file (checkbox "Save
password").

After the data from step 1 is saved, the security medium must be configured. This
example uses a smartcard as medium.

Signature medium smartcard:

The following figure shows the mask for configuring the security medium using a
smartcard as example:

S}Datalmnsfsrs ré Order History r/ Signatures rAA:cssses r\g Dialog users ’/6 Internet r’Log |
Access ID * E |Test,vm "l Izl ‘ ol New access H mm Delete access H gk Copy access ‘
Customer information
Customer ID * R00301
Bank server information
Wostname *  [oBKERD s verson [25 v Bt verson query
Address * [nttps:rrebicsveu |
Security medium
Sig. medium O Certfite (O Security fle ~ ® Smartcard 4 Change key
Sig. version ® ADD6 () AODS () AOD4  Keylength: 1536 ,’ Change PIN
Status # Create/assign security medium W Next step -
(et s [ Q, Assign card
@ O ialse
‘ o save H €, Download authorisstions O Defautt settings H & soc functions ‘

Figure 4.5. Data entry in Multivia Sm@rtConnect, step 2c
Prerequisites for using the smartcard

» A smartcard reader is connected and installed on the computer.

» The standard smartcard reader has been selected.

» An EBICS-capable smartcard (card of the type "SECCOS 6") is used.
» The initial PINs are known and/or have already been changed.

Procedure for assigning a new smartcard (no longer possible from EBICS 3.0):

» Select "Smartcard" as signature medium.

» Select which signature version matches the keys on your smartcard (A0O06 / AO05
/ A004).

* Click on the button "Assign card".

All data for the EBICS access is now specified and the security medium can be initial-
ised at the bank server system.
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The following figure shows the procedure:
] pata transfers r/ Signatures ’/tgrm-ﬁguam-r r\g Dialog users ’/@ Internet ’/ng ‘
Access ID * E |CU5TOMER |v| E' ‘ ok New access H == Delete access H ohdk Copy access ‘
cusamer 0 *
Host name * EBICS verson [25 |+ B Version query
Address * [nttps siebicstest multivia-suite. de/VTR_INT/ebicsweb |
Security medium
Sometm @ seumyte O st
Sig. version ® A006 () ADDS ) A004
stans & secury medumassones
Fie path * [securitytestiza. EsK Q, Assion fie
[v]/save password @ @
| of save H @, pownlosd authorisstions |
Figure 4.6. Data entry in Multivia Sm@rtConnect, step 3
Procedure for initialising the security medium:
First, click on the button "Initialise". In this process, the public keys of your security
medium are transmitted to the EBICS bank server and matched with the access data
(user ID) stored there. As an "acknowledgement", you receive a so-called initialisation
letter, which is stored in the installation directory under "Download/ Documents" as a
PDF file. By signing the INI letter, you confirm your own signature medium. The INI
letter must be sent via an independent transport channel (e.g. via fax) to the operator
of the EBICS bank server. By means of the hash values printed on it, the user ID can
be activated at the bank server system. Once this step is done, the EBICS access (or
the access ID in MVSC) is fully initialised and functional.
= Note
-t The SSL certificate (for the https connection) of the respective EBICS bank
server may yet be unknown to MVSC. In that case, the application downloads
the certificate of the server and displays information on the issuer of the
certificate. If the issuer is trustworthy, the certificate can be accepted; other-
wise, it should be rejected. Without an accepted SSL certificate, no EBICS
communication is possible.
- Note
-’ It may occur that a certificate cannot be imported as it was not issued by an
official trust centre (e.g. "Verisign"). If that is the case, communication with
the corresponding bank server system is not possible.
Subsequently, the initialisation process can be completed in MVSC.

4 Appropriate SSL certificates are required for EBICS communication via the HTTPS
protocol. If the certificate is not available yet, it is downloaded in this step. Often the
required certificates are already stored in the system and this step is thus no longer
necessary.

After the certificate has been downloaded, the information required for you to verify
the certificate is displayed.
The following figure shows an exemplary display:
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Verify certificate X
Do you want to trust the issuer of this certificate?
Issued for
Common name (CN)ebics-test.multivia-suite.de
Organisation (O)Atruvia AG
Organisation unit (OU)<not induded in the certificate >
Serial number02: 10:85: 1A:A9: 10: 74:E9:E 1:FF:61:A6:DB: 72:E2: A6:6D:E6: 77:51
Issued by
Common name (CN)VR IDENT SSL CA 2018
Organisation (O) Atruvia AG
Organisation unit (OU)VR IDENT
validity
Issued on15.05.2019
Expires on15.05.2021
Fingerprints
SHA1 fingerprint31: 16: 29:BA:F3: 10:00:44:DC:0F :61: 7B:0C: 3A:A5:93:63: 2B: 79:BA
MD5 fingerprint25:E2:83: 5C:E2:EE:B3:0B:CD: 1A: 15:F9:88:73:56: 38
of Accent K Reject
Figure 4.7. Verifying the certificate
;i' . Caution
must be apparent in the displayed information that the certificate originates
" Itmustb tin the displayed information that the certificat t
from the server configured in the access data. For example, the value "Issued
for" must contain part of the EBICS address / URL copied from the BPD
sheet.

5 To execute the order types permitted for the access ID, they must first be downloaded
from the bank server system and stored in MVSC. To do that, click on the button
"Download authorisations".

Should this be your first transaction with the respective bank server, MVSC automat-
ically downloads the public keys of the bank server system during the process. When
confirming the public keys, however, you should note the following:
» The keys are displayed in a processed form and have to be verified by you.

The following figure shows the display:
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¥4 Download bank keys x
Please check...
Does the hash value:
3A 17 DD SD F9 5S¢ DF EB
37 D% RO FT 46 RE 2R &C
D2 B4 E1 19 DB 35 C6 2F
75 B4 E5 DO &l &7 BT 2B
of che AUTHENTICATION KEY
match the hash value provided to vou by your financial institution?
,. Save as PDF |
of ves Ko |
¥4 Download bank keys *
Please check...
Does che hash value:
Do CR €3 80 3% 57 €3 93
&8 784 SE 4D %2 &F 3D CD
AT Tl 08 44 ED €5 E% 00
24 1% B2 &k F2 BT BC F5
of the ENCRYPFTION KEY
match the hash value provided to you by your financial institution?
,. Save as PDF |
of ves K o
Figure 4.8. Download of the bank key

» Compare the displayed hash values with the ones printed on your BPD sheet on
page 2.

« If the values match, confirm both keys with the button "Yes". If the values do not
match, the keys must not be confirmed or saved for security reasons (suspected
manipulation).

Once the public keys have been confirmed, the download of the authorisations resumes

automatically.

6 Once the authorisations have been downloaded, the list of the executable order types
is also synchronised with the EBICS bank server. If, for example, an order was newly
assigned at the EBICS bank server, it can be executed in MVSC after the authorisations
have been synchronised.

Additionally, you can view the accounts for which the respective access is authorised

to submit payment files.
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The following figure shows the mask:
’__C Information on the access x
Information on the EBICS identification
Hame
Teststr 1 - 200
12345 Testort
Configuration at the bank server:
l’ Order types rAccounts r Public bank keys
Order type Description Kind of order =
AZV AZV -Send AZV in DTAZV format Upload el
CCT CCT -Transfers in ZKA format Upload
ccu CCU -Submitting express remittances Upload
CD1 CD1 -Submitting direct debits D-1 option Upload
CDB CDB -Submission of company direct debits Upload
CcobD CDD -Submitting direct debits Upload L
€52 C52 - Download VMK Download
C53 C53 - Download bank statements Download
HAC HAC - Download custom procol (XML-Format) Download
HVU HVU - Download VEU-Overview Download
HVZ HVZ - Download VEU overview with additional information Download L8
PTK PTK - Download Protocol Download |
oTA CTA n 1 A CurifE FMATOANN n 1 A -
Figure 4.9. Information on the access
After the list of order types has been synchronised for the first time, click on the button
"Default settings". In the following dialog, you can define the default directory paths
in the tab "Data transfers". The post-processing of sent files can also be configured
here. For more information, see the chapter "Default settings".
Change key You can use the function "Change key" for changing your user keys at the bank server.
Security medium
Sig. medium @ Certificate (0 Security fle (O Smarteard I %, Change key I
Sig. version ® ADDG ) A00S {eylength l:l:l ,,,g Change password
Status ‘ Security medium activated | B Next step hd |
Password 1
[[] Save password | @ — |
Figure 4.10. Call up the function "Change key"
In the following dialog, select your signature medium, your signature version and the
keylength.
This is shown as an example in the following three figures:
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>

7 "Change security medium' s being executed.

< | “Change securty medium’ s being executed...

_ | The user keys are being changed at

Hinweis. X

(i) which sgnature mecium do you want £ use n future?

[caes | [ ]

o ok

Figure 4.11. Key change - selection of the security medium

>

1 *Change security medium' s being executed.

I v

| The user keys are beng changed at the bank server...
Selection of the new security medium: Zertfikat

Hinweis X

o)
(i) which signature version do you want to use?

o o

Figure 4.12. Key change - selection of the signature version

>

1 ‘Change security medium'is being executed.

I v

| "change security medium’ s being executed...

.| The user keys hang: server...
Selection of the new security medium: Zertifiat
Selection of the new signature version: AD0G

Hinweis X

o)
(i) which keyiength do you want to use?

o ok

Figure 4.13. Key change - selection of the keylength

4.5. Importing access data

Import from ex- If an MVSC version is already installed, the configuration data stored therein can be
isting installa-  imported. For a successful data import, the source installation directory must be specified.
tion Additionally, the administrator password of the source installation must be entered before

the import process is started. The data import can be initiated via the menu item "File-

>Import".
Note

If the dialog users of the application shall be migrated from the source installation,
the password of the administrator is also stored in the target installation.

4

Import process To import data from another MVSC installation, proceed as follows:
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1 Enter the directory of the source installation. This directory should contain files such
as "MVSC.jar" and "defaults.xml".

2 Select the data you wish to import from the source installation:

» Access IDs (All EBICS configuration data from the tab "Accesses" is migrated to
the target installation.)

« Dialog users (All dialog users are migrated to the target installation with their pass-
words; the administrator password is also migrated.)

* Internet settings (The Internet connection data from the tab "Internet"is migrated to
the target installation and, if applicable, overwritten there.)

3 Start the import process via the button "Import".
Enter the administrator password of the source installation.
5 Check the imported data.

: Note
L
-’ During the import of access IDs, the directory paths configured under "Default
settings” may be adjusted to the target installation. The paths should be
checked and, if required, corrected after the import process is finished.
S Note

If an access ID to be imported already exists in the target installation, a new
name (access ID) must be specified for this EBICS configuration.

The following figure shows the file import mask:

Import data *

Multivia Sm@ErtConnect (Pilot) - Select installation directory

Please enter the path to the Multivia Sm@rtConnect (Pilot)
installation from which you want to import data.

Q, Browse...

Adopt access IDs (EBICS configurations)
Adopt dialog user (administrator password is adopted as well)

Apply Internet settings

% Import x Cancel

Figure 4.14. File import of data in case of a new MVSC installation

Check After the import activities are completed, you can check in the so-called "Import log"
which data has been imported and whether any errors occurred during the process. It
is also recommended to check the following:

* Are all path settings in the "Default settings" still correct?
» Do passwords for security files have to be stored anew? (console call)
« Are any more documents from the old installation required? (e.g. INI letters)
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4.6. Licence server

Licence key Each MVSC software bundle must be registered by means of a licence key. The validity

management of the licence key is checked during the login to the "MVSC" application. At this point, it
is checked whether the application is already registered. If it is not properly registered,
a message displayed during login to the application informs you how long it may still be
used without registration. Generally, the application may be used unregistered for 60
days without restrictions. Afterwards, the use of "MVSC" is limited. File transfers can no
longer be performed.

The following figure shows the login mask without registration:

Multivia Sm@rtConnect (Pilot) - login X

5"_‘mu|tiviasm@rtconnect

Multivia Sm@rtConnect (Pilot) ~ version 2.5.0

® Copyright Atruvia AG 2007 - 2021

This version expires on 03.11.2019 (60 Days remaining).

Please register the MVSC software in the menu: Help > Infoflicence!

Dialog user Administrator v

Password
¥ ¥ Login x Cancel

Figure 4.15. Login without proper registration
The following figure shows the login mask after registration:

Multivia Sm@rtConnect (Pilot) - login >

v #multiviasm@rtconnect

Multivia Sm@rtConnect (Pilot) ~ version 2.5.0
© Copyright Atruvia AG 2007 - 2021

Dialog user Administrator ‘v‘

Password ]

V]
&/ Login x Cancel ‘

Figure 4.16. Login with proper registration

Licence key re- The registration at the licence server is performed in the MVSC application via the menu
gistration item "Info/licence” in the menu "Help".
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The following figure shows the menu "Help":

Help

Manual

- Logging ]

@ Update
|ﬁ Info/licence

Figure 4.17. Info/licence

Once you have entered the licence key, you can immediately activate the "MVSC" ap-
plication via the button "Register & check". If the registration is successful, a confirmation
message is displayed. The dialog user can check the status of the licence key at any

time.
The following figure shows the mask for entering the licence key:

Info/licence

Any software used is the copyrighted work of the
Atruvia AG and/or their suppliers.
The software wil only be made available to end users for
further utilisation in accordance with the use contract.

Any reproduction or distribution of the software is
specifically prohibited by law and may entai severe civi and
criminal consequences.

Any contraventions wil be prosecuted to the maximum extend.

© Copyright Atruvia AG 2007 - 2021

@mu\tiviasm@rtconnect

Version 2.5.0 valid until 03.11.2019-> please register
The licence key 12345678_YYYY_XXXX was invalid.

Licence key: Register & check

OK

Figure 4.18. Register and check licence key

The following figure shows the confirmation message of the registration:

Info/licence

Any software used is the copyrighted work of the
Atruvia AG and/or their suppliers
The software wil only be made available to end users for
further utilisation in accordance with the use contract.

Any reproduction or distribution of the software is
specifically prohibited by law and may entail severe civil and
criminal consequences.

Any contraventions wil be prosecuted to the maximum extend.

© Copyright Atruvia AG 2007 - 2021

@multiviasm@rtconnect

Version 2.5.0 was successfully registered on 03.09.2019 08:24

Licence key: MV123456_YYYY_XXXX l Register & check I

OK I

Figure 4.19. Licence key successfully registered
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Chapter 5. Using MVSC

5.1. General information

Possible uses To fulfil the prerequisites for using MVSC, you should first set up the various accesses
(Internet/EBICS). After this is done, you can transfer data directly via the GUI. For use
without the GUI, however, additional prerequisites must be fulfilled.

5.2. Data transfer via the GUI
5.2.1. Sending files

Executing an To transfer files via EBICS in MVSC, go to the tab "Data transfers". There you can initiate
upload order a data transfer in just a few steps, provided the configuration settings were specified
type correctly.

The following figure shows an exemplary mask for performing a data transfer (file upload):

é—_g Data transfers r / Signatures TAConﬁunratinn ’/ J"J Dialog users r@ Internet ’Lna

Select access ID and order type Upload options

[[]5end selected files as D file (release via accompanying note)

Access ID * | test_vtrint "l [] save accompanying note PDF
[[]5end selected sepa- files as IBAN-Only
Order type * AUTO - Automatically determine upload order type |" Successfully transferred files:

® Move

) Delete
0 Execute order > No action

File/directory selection

Drrectory *  [C:\MVSC_250\Upload\ Transfered ‘v| | d Analyse content | ‘ :’, Create container | | E Update
¢ | | Download = -
e Dokumente Name Type Size Last update
l's Konfig | ] GAD.MODD0556.C01.0.A4XS.0233285910.201... | N048-Datei 2 KB 03.09.2019 07:25
o Lib
- Metwark |_| GAD.MV010609.AZV.0.N17T.0233951131.201...| N049-Datei 1 KB 03.09.2019 07:26
T :Cherﬂ; M [ GAD.MV044572.CCT.0.N011.0568675317.201... | NO3C-Datei 3k 26.08.2019 14:1!
o ecurt
L= Temp || pain.001.001.03_jle.xml.NO3D NO3D-Datei 1KB 26.08.2019 14:1
¢ Traces £ [] pain.001.001.03.xml.NO3E NO3E-Datei 1kB 26.08.2019 14111
o Update LE
? Upload |1 pain.001.001.03gri.xml.N047 NO47-Datei 2 KB 03.09.2019 07:25
o NotTransfered
> e || pain.001.001.08.xmlL.NO3F NO3F-Datei 1KB 26.08.2019 14:1
o MVSC_Englisch_Install H || pain.001.001.08 TerminierteEchtzeit_mitUhrzeit... | NO3G-Datei 1KB 26.08.2019 14:1
o MVSC_INSTALLALT =
o | PerfLogs g
o PERL
o PERLG4
o Program Files
L= Program Files (x86)
o ProgramData
o sandboxes
o

svn

Figure 5.1. File upload
To perform a file transfer, proceed as follows:

1. Select the access ID (EBICS configuration) that shall be used to transfer the data.
2. Specify which order type the file(s) shall be sent with.

3. Select the files to be transferred via the corresponding checkboxes within the table.
4. Click on the button "Execute order" to transfer the selected files.

o Tip
— In the selection of the order type 'AUTO' all upload files from the upload directory
by the determined order type will be submitted to the bank server.

Ordertypesand When sending files, the order format in the file to be transferred (e.g. "SEPA") must
file formats match the selected order type. For example, the order type "CCT - Send SEPA credit
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After the data

transfer file" should only be used to transfer XML files. If another format is sent with this
order type, the EBICS bank server accepts the order but does not process it further. The
relevant information can be found in the Customer protocol (order types "PTK" and
"HAC").

P Tip

1 . . . . :
The function "Analyse contents" provides information on the respective order
format and may thus facilitate the selection of the order type.

Once the data transfer is finished, the result of the transfer is displayed for you to check.

transfer The following figure shows an exemplary display:
{C Result of the data transfer X
Surmmary (for further information please click on the button 'Status messages'):

File name Order type/number/atiribute| Order type/num..| Resultof sending proc...| Result of post-processing
0_CCT_DES58499999640000006901_V01....|CCT, NO6V, Ofile Successful Sent successfully Moved successfully
0_CCT_DE85499999640000006900_V01....|CCT, NO6W, Ofie Successful Sent successfully Moved successfully
0_CCT_MV000001_DES54999008112345... | CCT, NO6X, Ofile Successful Sent successfully Moved successfully
0_CCT_VTRO0201_DE584999996400000... |CCT, NO6Y, Ofile Successful Sent successfully Moved succaessfully
GADVTR.VTRO0298.CDB.0.NO5P.000063... |CCT, NO6Z, Ofile Successful Sent successfully Moved successfully
‘ Qf Ok ‘ ‘ ‘|;J Status messages ‘ ‘ |'d__7 Get customerlog  ~

Figure 5.2. Result of the data transfer
By means of the button "Status messages", you can view the status information displayed
during the transfer process. The following explains the meaning of the individual table
columns:
Column Content
File name Name of the transferred file
Order type/number/attribute The values indicate which order type was used to
send the file and which order number was allocated
during the data transfer. Additionally, it is indicated
which order attribute the file was sent with:
« "O file": with electronic signature
« "D file": without electronic signature
« "Release via accompanying note"
File validation The value indicates whether the file validation was
successful.
* "Successful": the order format has been checked
and no errors were found.
* "Not successful": the order format has been
checked and errors were found.
Result of sending process This column indicates the result of the EBICS data
transfer.
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Column Content

Note

The information relates to the sending pro-
cess only, not to the further processing on
the server.

Result of post-processing Depending on the settings in the data transfer mask
under "Upload options", this column contains the
result of the local post-processing.

. Tip
The target directory of moved files is the
"Transfered" directory specified at the ac-
cess ID under "Default settings".

As described, this dialog only provides information on the technical result of a data
transfer. To find out whether the sent files have actually been processed, you must
download the respective EBICS customer protocol. More information on this can be
found in the chapter "Check options".

5.2.2. Downloading files

Provision of
download data

Executing a
download order

type

In the same way that files can be transferred to the EBICS bank server, files or information
can also be downloaded from the respective EBICS bank server. Different download
order types are available.

For data to be downloaded, that data must have been provided beforehand at the EBICS
bank server for the respective order type.

Example:

Payment orders with different order types have been sent to the EBICS bank server.
They were processed successfully and booked on the respective accounts. Subsequently,
the booked transactions are then prepared in the format of an electronic account state-
ment (MT94x, CAMT) and made available as a download on the EBICS bank server.
The provided transaction data can be downloaded via the respective order type.

Note

Itis possible that no data was provided for a certain download order type. In this
specific example, this would be the case if no transactions were booked on the
accounts of the customer within the previous day.

e

To execute a download order type, go to the tab "Data transfers". Select the access ID
that shall be used to download the data.

Then select the download order type and specify the storage location for the received
data. You select the desired target directory via the file tree.

Note

For certain order types, the storage location is always the "Documents"” directory
configured at the access ID, so that received documents are stored as completely
as possible in one directory. This is described in the section "Storage location
for documents”.

L&

The following figure shows the tab "Data transfers™:
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Downloading

historical data

Storage loca-
tion for docu-

ments

{:‘j} Data transfers ’/ / Signatures I/AConfignratinn ( a!j Dialog users (@ Internet % Log

Download options

Select access ID and order type

[] Perform from-to-query

Access ID * | test_vtrint |v|

Order type * | HAC - Download custom procol (XML-Format) |v| l:l

File/directory selection

Directory * |c:\Mvsc_zsD\Dm-m\nad\[mkumente ‘v” +7] Analyse content || _’, Create container ‘ @ Update
¥ Download = [ Name=~ Type Size Last update

-

Konfig
Lio
Network
Schema
Security

|5] 20190828_133456_Protokol_VTRO0301.b¢t

Textdokument

8 K|

28.08.2019 13:34

|1 20190903_085135_Protokoll VTRO0301.HAC

HAC-Datei

60 KB|

03.09.2019 08:51]

& INI_Brief_VTRO0301_SLOMMAZ.pdf

PDF-Datei

3 KB

28.08.2019 13:23

51 INI_Brief_VTR00301_SLOMMA4 pdf

PDF-Datei

3 KB|

26.08.2019 14:09

Temp
Traces

Update

Upload
e | | NotTransfered
o Transfered
MVSC_Englisch_Install
MVSC_INSTALLALT
PerfLogs
PERL
PERLG4
Program Files
Program Files (x86)
ProgramData
sandboxes
svn
temp A=

D O A A A A S

L2 S N B 2

Figure 5.3. File download

When download data provided at the EBICS bank server is downloaded for the first time,
it is set to the status "Downloaded". They are then no longer available for direct download.

To download already downloaded data again, a so-called "From-to-query" must be per-
formed. To this end, the checkbox "From-to-query" can be activated before the execution
of a download order type. If the checkbox is activated, the calendar section below it can
be used to define the specific time period for the data download. By means of the button
"Execute order" the query is sent to the respective EBICS bank server. The server
compiles the data from the requested time period and returns the data found for the order

type.

Note

How long certain information remains downloadable via a from-to-query can
vary depending on the EBICS bank server. This means that even a from-to-query
may not return any information for the specified time period.

For each access ID, the storage location for documents is the "Documents” directory
specified under "Default settings". The following documents are stored in the directory
configured here:

« INI letter: the letter contains the key information exchanged during the initialisation
process.

« Customer protocols: these are protocols downloaded from the EBICS bank server and
containing information on the processing of sent EBICS orders. Such protocols can
be downloaded via two different order types:

* Order type "PTK": this order type provides the information in a formatted and pro-
cessed format which, for example, can be read with a simple text editor.

» Order type "HAC": this order type contains the information in an XML format which
is machine-readable and can be evaluated and processed automatically.

”fl Caution
g For the order types "PTK" and "HAC", the storage location specified in the data
transfer mask is ignored. The data is generally stored in the "Documents” direct-
ory of the respectively selected access ID.

MVSC - Multivia Sm@rtConnect

User manual

29.10.2025 27
Offentlich (C1)



Using MVSC

db ATrUVIA

5.2.3. Electronic distributed signature (henceforth referred to as "EDS™)

Order types and
signature
classes

Example for
signature levels

The EBICS procedure offers the possibility to release order files via the four-eyes or
multiple-eyes principle. This procedure can only be used in combination with upload order
types as no signature classes can be assigned to download order types.

The following signature classes can be assigned at the bank server:

Signature class Description

T (transport signature) This signature class is only used to secure the data transfer. It
cannot be used to release orders.

A (first signature) This signature class enables the release of orders using the four-
eyes principle. The user may only co-sign with users of the signature
classes E, A or B.

B (second signature) This signature class enables the release of orders using the four-
eyes principle. The user may only co-sign with users of the signature
classes E or A.

E (single signature) With this signature class, only one signature is required to fully re-
lease an order.

As the signature class is assigned per user on order type level, it is possible for a user
to have different signature classes for different order types. For example, a user may be
authorised to release SEPA credit transfers with one single signature (E signature au-
thorisation for the order type "CCT"), but have to release cross-border orders using the
four-eyes principle (A or B signature authorisation for the order type "AZV").

The following is an example of signature levels that demonstrates the possible roles
pertaining to the EDS:

e The user "BUCHHALT" is an accounting employee in a company. His role is the creation
and transfer of order files. Other employees are responsible for the release of orders.

e The user "FREIGEB1" can be a leading employee who is authorised to co-sign an
order with another employee using the four-eyes principle to release the order.

e The user "FREIGEB2" can sign orders of FREIGEBL. This means that he could au-
thorise the order together with the leading employee.

e The user "CHEFBOSS" in this example of role assignment would be the CEO of the
company, who can release an order with his signature alone at any time.

Table 5.1. Explanation of EDS-related roles

User Order Signa- Possible combinations
ID type ture
class
BUCH- CCT T Data transfer
HALT The user is authorised to transfer SEPA credit transfer files but is not

authorised to release them. All SEPA credit transfer files that are
transferred by this user are moved to the signature folder first.

The release requires either a single signature (E) or 2 users with A
and/or B signature authorisations.

FREI- CCT A Data transfer

GEB1 The user is authorised to transfer SEPA credit transfer files with an A
signature. These SEPA credit transfer files submitted by this user are
already signed with an A signature.

They must, however, wait for additional signatures in the signature
folder. Only one more signature of the class A, B or E is required to
fully release the order.
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User Order Signa- Possible combinations
ID type ture
class

Electronic distributed signature (EDS)

This user can also add his A signature to SEPA credit transfer files of
other users that are pending further signatures. This applies, for ex-
ample, to SEPA credit transfer files that were submitted by the user
"BUCHHALT" or "FREIGEB2".

FREI- CCT B Data transfer

GEB2 The user is authorised to transfer SEPA credit transfer files with a B

signature. These SEPA credit transfer files submitted by this user are
already signed with a B signature.

They must, however, wait for additional signatures in the signature
folder. Only one further signature is required for release, but it must
have the signature class A (user "FREIGEB1") or E (user "CHEF-
BOSS"). A release by two B signatures is not possible.

Electronic distributed signature (EDS)

This user can also add his B signature to SEPA credit transfer files
that are pending further signatures. This applies, for example, to SEPA
credit transfer files that were submitted by the user "BUCHHALT" or
the user "FREIGEB1". However, SEPA credit transfer files that were
previously only signed with a B signature cannot be released by this
user.

CHEF- CCT E Data transfer

BOSS SEPA credit transfer files submitted by this user are immediately fully

authorised and released upon submission. These SEPA credit transfer
files thus never wait for additional signatures in the signature folder,
but go directly to processing.

Electronic distributed signature (EDS)

All SEPA credit transfer files that are waiting for additional signatures
can be immediately released by this user. In this case, it does not
matter whether the SEPA credit transfer file was submitted by the user
"BUCHHALT" (signature class T), the user "FREIGEB1" (signature
class A) or the user "FREIGEB2" (signature class B).

Downloading To be able to provide further signatures in the electronic distributed signature (EDS)
and editing the  procedure, an overview of the orders waiting for a signature must first be retrieved from
EDS overview  the EBICS bank server. You can use the tab "Signatures" to do this.

After specifying the access ID, click on the button "Download overview".

Once the overview is successfully downloaded, further functions become available if the
overview actually contains orders. The following table describes the functions:

Function Description

Cancel The orders selected via the checkboxes are cancelled. They can
no longer be signed by any users.

Caution
<J . :
If an order was mistakenly cancelled, it must be newly
submitted.
Sign You sign the orders selected via the checkboxes.

Display accompanying note The order file's accompanying note prepared by the EBICS bank
server is displayed.
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Function Description

Note

The display deviates from the accompanying note display
integrated in MVSC.

&)
o

Display order file The full order file is displayed.

The following figure shows an exemplary order overview:

@Dalalransfers [ / Signatures ‘ #% Configuration ‘ J')Dialu\]users [ @\nbemel ‘ ’Lon ‘

Download overview

Access ID * |test_mvt ‘v| Download overview [§] Get customer log -
Options for the EDS order
| f Cancel ‘ | / Sign | _\@ Display accompanying note d Display order file

L

[ ]

Type a.numb..~ Senton ‘ Sent by Signed by Number of orde... Sum of amounts

s, i _ _ : e
CIP (NO4A) 03.09.2019, 07:26:39 Not specified Not specified

mjim]

Figure 5.4. Order overview

5.2.4. Information on order files

Analysing file

Via the button "Analyse contents" the files listed in the table are analysed with regard to

contents common order formats.
The following figure shows an exemplary file content:
¥ ¢ Multivis Sm@rtConnect (Pilot) — [m] pe
File Configuration Help E ]
@ Data transfers r/ Signatures I/,_QCnnﬂguranon r J‘) Dialog users r@ Internet QLou
Select access ID and order type Upload options
[[] Send selected files as D file (release via accompanying note)
Access ID * | test_virint |'| [] Save accompanying note PDF
[] Send selected sepa- files as IRAN-Only
Order type * ‘ AUTO - Automatically determine upload order type ‘v‘ Successfully transferred fles:
® Move
O Delete
Fileldirectory selection
Directory *  |C:\MVSC_250\Upload\ Transfered |v‘ ‘ +] Fie view | ‘ -.’i Create container ‘ 2 update
¢ = antmnad = 7] Namea Type Content Validation
o | | Konfig | [[] 6AD.MO0D0S56.CD1.0.44X5.023308501 ... |XML-Datei The file has been validated againstthe schema | gyccassful
| Lib - b §
- Nletwnrk (1|1 GAD.MV010609.AZV.0.N1ZT.023395113... | DTAZV-Fie e e Successful
o= | Schema || |71/ [ 6AD.MV044572.CCT.0.N011.056867531... |SEPA-File (pain....| 4 Credittransfervia 50.920.11 EUR Successful
o | | Security =
o | | Temp [ [] pain.001.001.03_jle.xml.NO3D SEPA-File (pain....| 2 Credittransfervia 6.655,86 EUR Successful
: L?;:i 1| [] pain.001.001.03.xmi.NO3E SEPA-File (pain.... |2 Credittransfer via 6.855,88 EUR Successful
¢ Upload r (=] |j pain.001.001.03grixml.NO47 SEPA-File (pain.... | 2 Credittransfervia 6 655,86 EUR Successful
: NofTransferad 1| [] pain.001.001.08.xmi.NO3F SEPA-File (pain.... | 2 Creditransfervia 6.655,88 EUR successful
o | | MvsC_Englisch_install 1| [] pain.001.001.08 TerminierteEchtzeit_mitU... | SEPA-File (pain....| 2 Credittransfervia 6.655,86 EUR Successful
o | | MVSC_INSTALLALT —
o PerfLogs
o | PERL
o | | PERLG4
o Program Files
& Program Files (x86)
o ProgramData
o~ sandboxes
o svn =
Figure 5.5. File content
" n 1 - - n n
The column "Type" displays the format of the respective file. The column "Contents
- M - M - w 1 1 LI H
provides information on the order data in the files. The column "Validation" indicates
whether the format of the order data is correct.
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Note
The checks in this view are identical to the checks performed during the data
transfer.
Displaying or- By double-clicking on any entry in the table you can view the contents of the respective
der data order file.

The following figure shows an exemplary payment file:

SEPA payment file - file name: pain,001.001.03.:0ml.NO3E.NO4F, NP X

SEPA credit transfers (schema pain.001.001.03)

1. Credit transfer | Amount: 6343,14 | IBAN: DE87200500001234567890 | BIC: NOTPROVIDED

[-] (2]

r SEPA credit transfers

r Beneficiary

Name |Frau HatschnelldasGeld |

BAN  |DE21500500009876543210 | B | |

rAmount
[ 654314 [EUR |

r Remittance information
|Unstrut:1ured Remittance Inf |

|0rmatinn |

rAccount holder

Name |HerrSchneIIzahIer |
BAN  [DE27200500001234567830 | BIC |NOTPROVIDED |

r SEPA file

|1 4112019 | ‘ .%_} Accompanying note ‘

[originatoriD1234 |
x Close ‘

Execution date

End-to-end reference

Number of orders l2 | ‘

Figure 5.6. Order data display

The individual payment orders can be selected via the selection list located in the upper
area of the mask. By means of the button "Accompanying note", a so-called " Accompa-
nying note data carrier" can be generated. The result of the file validation is displayed
below the title in green (validation successful) or red (validation failed).

5.3. Check options

Protocols in
EBICS

PTK protocol

Each action (upload/download of data) is written into a protocol at the EBICS bank
server system. The entries and results in the protocol provide information on the pro-
cessing status of the respective action or the submitted file.

The protocol can be downloaded and viewed via the order types "PTK" or "HAC". The
contents of both protocols are identical; the difference lies only in how the information
is processed.

In the PTK protocol, the individual processing steps of uploaded orders are displayed
chronologically. The information is provided in blocks. Each block contains information
on one processing step. Additional actions may have been performed in between the
respective processing steps; such actions are also included in the protocol. This means
the protocol may include entries related to other actions between the upload information
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and the order processing information. Based on the 4-digit order number (e.g. "NO01"),
you can see which PTK entry refers to which order.

The following diagram shows an example of the PTK protocol:

x

# ¢ Transfer protocol

Download\Dokumentel20190903_110937_Protokoll_VTRO0301.txt

29.08.1% 03:45:4¢ Datei won Bank abgeholt =
Hostname : VIRINT =
Auftrag : Protokolldatei abholen FTE |
Teilnshmer : VIR00301 USER0001 Anna Testuserl
Ergebnis : Usbertragung in Ordnung [01]

Datenuebertragung verschluessslt [04]
Datenuebertragung komprimiert [03]

29.08.1%9 08:48:32 Datei won Bank abgeholt
Hostname : VIRINT
Auftrag : Kundenprotokell (X¥ML-Format) abkholen HAC
Teilnshmer : VIR00301 USER0001 Anna Testuserl
Ergebnis : Usbertragung in Ordnung [01]

Datenuebertragung verschluessslt [04]
Datenuebertragung komprimiert [03]

29.08.1% 023:51:03 Datei zur Bank usbertragen
Hostname : VIRINT
Auftrag : Einreichen won Usberwelisungen CCT NO33
Teilnshmer : VIR00301 USER0001 Anna Testuserl
Ergebnis : Uekertragung in Ordnung [01]

Datenuebertragung verschluessslt [04]
Datenuebertragung komprimiert [03]

29.08.,1%9 08:51:04 Unterschriftsprusfung [21]
Hostname : VIRINT
Auftrag : Einreichen won Usberwelisungen CCT NO33
Teilnshmer : VIR00301 USER00COL Znna Testuserl
Ergebnis : Datei ist in ihrem Rufbau fehlerhaft [54]
29.08.19 08:51:05 Datei zur Bank usbertragen
Hostname : VIRINT
Auftrag : Einreichen won Usberweisungen CCT NWO3T
Teilnehmer : VIR0O0301 USER0001 Anna Testuserl
Ergebnis : Uebertragung in Ordnung [01]

1]

Datenuebertragung verschluesselt [04]

1 L] rora

J 0Ok f Save as PDF

Figure 5.7. PTK transfer protocol

HAC protocol The HAC protocol was introduced with the EBICS version 2.5. It provided the same in-
formation as the PTK protocol but in XML format. The advantage of HAC is that the return
messages it contains can be evaluated automatically. The display in MVSC additionally
offers you the option to filter using various criteria.

o Tip
— If you sort the entries by order type and order number, you can find entries related
to a specific uploaded file faster.

The following figure shows the HAC customer protocol:
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';‘ HAC custemer protocol X

Note: If additional information is available, you can read it by double-clicking on the respective line in the table.

Time Order type an...| Customer data User Process Status Info
03.09.2019 |HAC - - File downloaded Download successful No
08:51:36

03.09.2019 |HTD - File downloaded Download successiul No
08:55:09

& ok

Figure 5.8. HAC customer protocol

The accompanying note known from PTK can be displayed via double-click if the column
"Info" contains the value "Yes".

If the column "Process" contains the text "Order processing completed”, this is the last
protocol entry for the respective order. This entry provides information on the result of
the processing.

e Tip
The entries from the HAC protocol are also displayed in the order history. You
can find more information on this in the following section "Order History".

Order History The order history lists the entries of the HAC protocol for system-relevant order types
such as "AzZV", "CCT" and "CDS". Each line of the order history refers to an order for
the respective customer ID and access ID.

The following figure shows an example of the "Order History":

=:f Data transfers /] Order History / Signatures £ Accesses _D Dialog users @ Internet QLW

Refresh Data

Access ID Test_ORDERHISTORY w Refresh Data Number of days for Orders in the past:

User ID ~| Ordertype ~| Ordernumber Show system Ordertypes:
Customer ID Sent by Ordertype BTF-Parameters Ordemnumber v Senton Status
VTR00301 TESTER14 AZV XCT/DE/ | [ dtazv N17V 29.06.2022 10:13:18 ok =
VTR00301 .TESTERl[l -CDS -SDD / DE [ COR / SVC / pain.008 .HITU .ZQ.DL-.IOEE 10:12:41 -Erlol
VTR0O0301 TESTER12 ccs SCT/DE/ /SVC/ pain.001 N17T 29.06.2022 10:12:41 Emor
VTRO0301 TESTER14 oD SDD / / COR/ / pain.008 N175 29.06.2022 10:12:39 Error
VTROD301 TESTER12 CDB SDD / / B2B/ / pain.008 N17R 29.06.2022 10:12:38 Ermor
VTRO0301 TESTER14 T SCT/ / / / pain.001 N17Q 29.06.2022 10:12:37 Wating for EDS
VTR00301 TESTER12 cCcT SCT/ / / | pain.001 N17P 29.06.2022 10:12:36 Watting for EDS
VTR00301 TESTER14 ccs SCT/DE/ [/ SVC/ pain.001 N170 29.06.2022 10:12:34 Emor
VTR00301 TESTER12 AZV XCT/DE/ | [ dtazv N17N 29.06.2022 10:12:33 0ok
VTR00301 TESTER14 AXZ XCT/DE/ [/ [ pain.001 N17M 29.06.2022 10:12:32 Watting for EDS
VTR00301 TESTER12 AXZ XCT/DE/ / [ pain.001 N17L 29.06.2022 10:08:38 Watting for EDS
VTRO0301 TESTER14 AZV XCT/DE/ / [ dtaav N17F 27.06.2022 09:43:49 Ok

Figure 5.9. Order History

Press the "Refresh Data" button to fill or update the order history table based on the
HAC log.

Use the field "Number of days for orders in the past" to define the time frame for which
the order history is displayed. A specification between 1 and 90 days is possible.

Then you can double click on a line to retrieve extra information for the respective order.
The following illustration shows an example of the extra information for order:
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¥4 Extrainformation for Ordes *
Order Information
Customer ID VTR00301
User ID TESTER14
Order type AZV
Order number NATV
Access ID Tast_ORDERHISTORY
Status Ok
BTF-Parameters
ServiceName XCT
ServiceScope DE
ServiceOption
ContainerTyp
MescageName dlazv
Signatures

TESTER14 'S-unature 29.06.2022 |10:13:18 Signature comect

Additional information
Bank-Code 49999954 ]
Kundennummear 6900 =

Aufraggeberdaten | DEPRO VERLAG GMBH COKG

Erstellungsdatum 1 10,0522

L)

1 [] [l

o ok

Figure 5.10. Order History - Extrainformation for Order

In the options, you set the time after which the order history is deleted. The options can
be called up in the menu under the menu item "Configuration", "Options".

The following illustration shows how to call up the options:

E K Set up access ID

i HH Select card reader

Figure 5.11. Order History - call up the options
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The following figure shows the options with the indication "Days until the Order History
gets deleted":

Options X
] Global properties ¢
Time in seconds until next automatic PTK (Console only) (30
f Time in seconds until EDS-View updates ’87 [
Time in seconds until sent Files get moved/deleted ’27
Loaging-Level ﬂ

Timeout for the Connection in seconds
Timeout for the Transmission in seconds
Show Accompanying note automatically?
Show technical logs in the logging view
Trace the XML Messages?

Activate format checks?

Maximum number of log Backup files
Days unti the logs get deleted

Days until download files get deleted

Days until upload files get deleted

N0

Days unti the Order history gets deleted

Pd
=
B
[==]

Default length of the generated keys

‘ Q/ﬂ Save x Cancel ‘ | «7¢ Restore default

TTA=r 2 =TT

IR T Fiss

Figure 5.12. Order History - Options

This entry "Days until the Order History gets deleted" is to be selected depending on the
order volume and the frequency of use. Older entries are then no longer displayed in
the order history after they have been updated via the "Refresh data" button. They can
be added back to the overview (depending on the field "Number of days for Orders in
the past") by changing the entry and updating the overview again.

7 Tip
'| |
= However, please note that orders older than 90 days that were once removed
from the table cannot be added to the table again.

.

Specifying 0 days means that all existing orders from the order history are displayed.
The default is 90 days.

Orders that are removed from the order history are automatically exported to a CSV file.
This file is saved in the download directory. For more information on specifying the
download directory in the default settings, see chapter "Default settings".

5.4. Use in console mode

Requirements

After all connection data (EBICS and Internet) has been entered and stored correctly in
MVSC, the application can be used in console mode by means of a simple call. However,
a prerequisite is that the passwords for the security medium and, if applicable, the proxy
authentication are stored in the application.
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Note
The console mode can only be used with access IDs for which a security file
has been selected as security medium.

Preparations Before using the console mode, some settings should be checked:

* Is the access ID fully initialised already?

« Is the configured security medium a security file?

« Is the password for the security file stored at the access ID?

« Are the settings in the dialog "Default settings" correct?

« Is the Internet connection established via a proxy server and is possibly required au-
thentication information stored in the tab "Internet"?

If these prerequisites are fulfilled, a console call can be performed.

Note
To get to the dialog "Default settings”, go to the tab "Accesses". Select the access
ID that shall be used for the console call and click on the button "Default settings".

Call from the Once all aforementioned conditions are fulfilled, open your console (Start->Execute-
console >cmd) and go to the MVSC installation directory:

cd C\installation\directory\ WSQ
Start MVSC with at least one call parameter (name of the access ID that shall be used

to transfer and/or download data).
The following call variants are available:

1. Variant A: only the access ID is entered, all other parameters are determined
from the configuration.

Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MWSC.jar" "M _ACCESS | D"
The order type stored for this access ID under "Accesses ->Default settings" is ex-
ecuted.

If an upload order type is stored, all files in the specified upload directory can be
transferred that match the file filter configured for the order type.

If a download order type is stored, the received data is saved to the specified download
directory (or documents directory).

2. Variant B: the access ID and the order type are entered.

Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MWSC.jar" "MY_ACCESS | D' "order type"

The entered order type is executed. For this variant, as well, the file filter configured
for the order type is applied to the specified upload directory in case of an upload (see
variant A).

3. Variant C: the access ID, the order type and the upload and/or download directory
are entered. For upload order types, an action parameter and two directories
can be specified additionally.

Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MSC. jar" "MY_ACCESS |D' "order type"
"path/to/directory"

The entered order type is executed.

For upload order types, the third parameter is interpreted as the upload directory.
That means that the file filter valid for the order type is applied to this directory path.
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If a download order type is entered, the received data is saved to the entered target
directory.
Note
For the order types "HAC" and "PTK", the entered path is ignored; instead,
the documents directory is used as storage location.
For upload order types, an action parameter and two directories can be specified
additionally.
In this case the call is as follows:
Li bJAW bi n\j ava - Xns96m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' "order type"
"path/to/directory" "action paraneter" "path/to/nove"
"path/for/erroneous/transfers"”
The optional action parameter can assume the following values:
Action parameter Meaning
"-verschieben" Successfully transferred files are moved to the directory
"path/to/move". If this directory is not specified in the call, the
configuration from the Default settings is used.
"-loeschen" Successfully transferred files are deleted. If a move path is
entered, it is ignored.
"-keineAktion" The transferred files are neither moved nor deleted. If a move
path is entered, it is ignored.
If an error occurs during the file transfer, the file to be transferred is moved to the dir-
ectory "path/for/erroneous/transfers".
If this directory is not specified in the call, the configuration from the Default settings
is used.

. Variant D: the access ID, the order type and the upload file are entered. An action
parameter and two directories can be specified additionally. This variant is only
relevant for upload order types.

Upload order types:

Li bJAW bi n\j ava - Xns96m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' "order type"

"path/to/file"

The entered file is transferred in consideration of the specified access ID and order

type. The file is neither moved nor deleted via this call.

However, an action parameter and two directories can be specified additionally.

In this case the call is as follows:

Li bJAW bi n\j ava - Xn896m - Xmx256m -jar "MWSC.jar" "MY_ACCESS | D' "order type"

"path/to/file" "action paranmeter" "path/to/ nove" "path/for/erroneous/transfers"

The optional action parameter can assume the following values:

Action parameter Meaning

"-verschieben" Successfully transferred files are moved to the directory
"path/to/move". If this directory is not specified in the call, the
configuration from the Default settings is used.

"-loeschen" Successfully transferred files are deleted.

"-keineAktion" The transferred files are neither moved nor deleted. If a move
path is entered, it is ignored.

If an error occurs during the file transfer, the file to be transferred is moved to the dir-

ectory "path/for/erroneous/transfers".
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Order types
'AUTO' and
'AUTD'

If this directory is not specified in the call, the configuration from the Default settings
is used.

Download order types:
For download order types (e.g. "AUTD"), the call can be made in two different ways.
The call

Li bJAW bi n\j ava - Xns96m - Xnx256m -jar "MSC.jar" "M_ACCESS | D' "order type
downl oad"

is to be used by default.

Alternatively, especially if account transactions are to be retrieved for a specific date
or for a specific period, the following call can be used:

Li bJAW bi n\j ava - Xn896m - Xnx256m -j ar "MWSC.jar" "MY_ACCESS | D' "order type
downl oad" "path to downl oad directory" "action paraneter"

The two parameters "path to download directory” and "action parameter" are therefore
optional.

The following action parameters can be used as an alternative:

Aktionsparameter Bedeutung

"-Datum=" For account transactions, enter the date "from", "to" as follows:
"dd.mm.yyyy,dd.mm.yyyy"

Example: "-Datum=30.09.2024,15.10.2024"

In this example, the account transactions from 30 September up
to and including 15 October are retrieved.

"-Zeitraum=" For account transactions, the two numerical values "Number of
(This means time period) ~ days from” and "Number of days to” must be entered here.
The first number corresponds to the starting point (number of
days in the past), the second number corresponds to the end
point (number of days in the past).
Example: "-Zeitraum=2,1": This information includes the days
"the day before yesterday" and "yesterday".
Example: "-Zeitraum=2,0": This information includes the days
"the day before yesterday" and "yesterday" and today.

Example: "-Zeitraum=0,0": This information only includes today's
date.

It is recommended to specify the period of time.

With the upload order type 'AUTO" all upload files from the respective upload directory
with the corresponding order type are transferred to the bank server.

Note

In contrast, if the order type 'CCT' is specified, for example, only files with the
order type 'CCT' are transferred to the bank server.

When using the download order type 'AUTD' all download order types, which are valid
for the specified access ID, are processed.

(e.g. 'LibJAV\bin\java MVSC.jar ZugangsldTestl AUTD c:\MVSC\Download\ ')

A single call of CAMT or MT940 account turnover data is therefor not necessary.

P Tip

If you do not want a PTK/HAC file to be created during the download in console
mode, you can set the corresponding entry in ‘Db\mvsc.properties' to 'ON'
(‘hac.before.download=0ON"). By default this value is 'OFF".

MVSC - Multivia Sm@rtConnect 29.10.2025 38

User manual

Offentlich (C1)



Using MVSC

db ATrUVIA

Workflow

Returns

No other specifications are possible or required after this. MVSC recognises the entered
access ID and searches the specified upload directory for files that match the file filter
configured for the order type. These files are transferred to the EBICS bank server system
one after the other.

0 Caution
If the application is called periodically (e.g. every 30 minutes), you must make
sure that already transferred files are not transferred again within the following
application call. It is therefore recommended to configure MVSC to move or
delete such files. Otherwise the caller himself must ensure that the files are not
transferred multiple times.

Once the transfers are completed, MVSC returns a value that provides information on
whether the action was successful. Details on the individual return values can be found
in the chapter "Return values in console mode".

. Tip

The information output on the console during the transfer can be rerouted into
a file via the operating system. To this end, that target file must be specified
behind the respective MVSC call either with one ">" character if you want to
overwrite it or with two ">" characters if you want to continue it.

Example: "Call variant >> MVSC_call.log"

5.5. Automated use via batch file

Integration into
complex pro-
cessing work-
flows

Example for a

If MVSC as transfer component shall be integrated into a complex overall workflow, this
can, for example, be realised via a so-called batch file. The application call is then ex-
ecuted from a self-provided framework application that runs through a more or less
complex process automatically.

The following table describes a relatively simple example:

Action Process/result

Call from an accounting software Payment files with the file extension ".xml" have been
created in a defined outgoing directory.

MVSC call (matches variant B of the call Prerequisite according to variant B:

variants) The access ID and the order type are provided to
MVSC as call parameters. The outgoing directory is
preset as upload directory at the access ID. For the
specified order type, the file extension ".xml" is con-
figured in the file filter.

Result of the call:
All files in the outgoing directory that have the file

extension ".xml" are transferred to the EBICS bank
server with the specified access ID.

Query for MVSC return value The value returned by MVSC must be evaluated.
Based on this value it can be determined how to
proceed in the overall process.

A batch file has already been delivered with MVSC. It is called "beispiel_batch.cmd" and

batch file can be found in the MVSC installation directory.
The file is only intended as an example and cannot be used in its delivery state. In the
example, MVSC is called once every 10 minutes starting from the time of its first call
until 11 pm. Afterwards, certain return values of the application are evaluated and output.
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The following line must be adjusted so that the file can be executed (line 46 in the file):

Li bJAW bi n\j ava - Xn896m - Xmx256m -j ar "MSC.j ar" <$MY_ACCESSI D> <$MY_ORDERTYPE>

<$MY_UPLQOADDI RECTORY>

Here the access ID, the order type and the upload directory must be adjusted. Of course,

a different call variant may also be used.

5.6. Default settings

General inform-
ation

Figure of the
dialog

Group "Config-
ure order type"

The dialog "Default settings" is mostly used to configure the console mode. It indicates,
for example, the directories in which the application searches for files matching a certain

pattern upon the respective call.

Additionally, the dialog also contains some settings that affect the use in the GUI.

The following figure shows the mask "Preset default settings":

Preset default settings

Configure order type

Order type AUTO - Automatically determine upload order type

Configure path settings

Upload directory * ‘Uploadl

Transferred directory *

MNot-transferred directory * ‘UploaleotTransfe red\

Download directory * ‘Download\

Documents directory *

Post-processing for uploads

® Move successfully transferred files
() Delete successfully transferred files

) No action

Post-processing for downloads

[] Automatically unpack ZIP formats

Other settings

Order type for protocol download:

‘Upload\Transfered\ ‘ ‘ Q ‘
‘Download‘.Dokumeme‘. ‘ ‘ Q, ‘
PTK - Download Protokolldatei

[]5end selected sepa- files as IBAN-Only

Q/ﬁ Save x Cancel

Download protocol automatically after data transfer

[[] Store accompanying payment note after successful transfer (PDF file)

[]Send as a D file (order release with accompanying note instead of electronic authorisation signature)

Figure 5.13. Preset default settings

The Order type in the selection field is executed whenever the dialog user calls the ap-
plication in console mode with the respective access ID as specified parameter. If an
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Group "Config-
ure path set-
tings"

upload order type is selected, the button "File filter order type" is activated. A click on
this button opens the so-called "file filter editor". In the editor, you can specify file exten-
sions (e.g. "txt") that shall be transferred with the currently selected order type.

Here you configure the storage directories for the selected access ID.

e Upload directory:
When the application is called with the parameter "access ID", this directory is searched
for files that match the file filter configured for the respective order type. All files found
matching that filter are automatically transferred with this order type.
In the mask "Data transfers", this directory is preset if an upload order type was selec-
ted.

« Transfered directory
Files that were transferred by MVSC are moved to this directory so that they cannot
be transferred more than once upon the next application call.

« NotTransfered directory
Files that could not be transferred successfully in console mode are moved to this
directory. In GUI mode, files that could not be transferred successfully remain in their
original storage location. The directory is thus only relevant for console mode.

« Download directory:
All files that were received via a download order type are stored in this directory. This
excludes information from the order types "PTK" (download protocol file) and the ini-
tialisation process (INI letters).
In the mask "Data transfers"”, the download directory is preset if a download order type
was selected.

« Documents directory
Protocol files downloaded from the bank server (order type "PTK") are stored in this
directory. Additionally, it serves as storage location for INI letters.

Group "Post- After a file has been transferred to the EBICS bank server, there are three options for
processing for  how to proceed with that file:
uploads”
* "Move successfully transferred files": the file is moved to the specified Transfered
directory. (standard)
» "Delete successfully transferred files": the transferred file is deleted.
* "No action™: no post-processing takes place and the transferred file remains unchanged.
The selected post-processing procedure only takes place after the file has been success-
fully transferred to the EBICS bank server.
A Caution
If you are working in console mode, we recommend moving or deleting the files
as they could be transferred again upon the next application call. If "No action"
is selected, the calling process must ensure that the files cannot be transferred
more than once.
Group "Post- If the option "Automatically unpack ZIP formats" is activated, MVSC automatically unpacks
processing for  download files in ZIP format (e.g. CAMT files).
downloads The subdirectory generated for the unpacked files always has the same name as the
download file without its file extension.
Example:
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Group "Other
settings"

If a file was stored under the name "C53 20131216 135056 CUSTOM-
ERID_USERID.C53", itis unpacked to the directory "C53_ 20131216 135056 CUSTOM-
ERID_USERID".

These settings apply for both the console mode and data transfers via the GUI:

< Order type for the protocol download:
As of EBICS version 2.5 there are two order types for downloading the customer pro-
tocol: "PTK" and "HAC". While the order type "PTK" delivers the protocol in text format,
the order type "HAC" provides the same information in a machine-readable XML
format.

This field indicates which order type shall be used for the download and thus which
format the customer protocol shall have.

Note
If the order type "HAC" is not assigned to the respective access ID, the selec-
tion list is deactivated. The order type "PTK" is used in this case.

e Send as a D file:
This option can be used to transfer files to the bank server without electronic signatures
(ES). The orders transferred this way must be released by means of a signed accom-
panying note which has to be provided to the bank on paper.

* Send selected sepa-files as IBAN-Only:
If this checkbox is activated, all contained BICs will be removed. The original file is
then located in the directory "Upload/Original”. However, the transferred file is then in
the directory "Upload/Transfered".
This option can be used to transfer files to the bank server without electronic signatures
(ES). The orders transferred this way must be released by means of a signed accom-
panying note which has to be provided to the bank on paper.

* Protocol after data transfer:
In console mode, the customer protocol is automatically downloaded after the transfer
of the order files. This option does not affect the operation in GUI mode.

« Store accompanying payment note after successful transfer:
If this checkbox is activated, an accompanying note in PDF format is stored for each
successfully transferred payment file.

5.7. SDC functions

General inform-
ation

Figure of the
dialog

The function described in the following section are mainly relevant for service data
centres.

Multivia Sm@rtConnect supports the creation of SEPA XML containers including hash
values. It also enables the creation of accompanying notes according to the SDC
guidelines.

The SDC functions can be found in a separate dialog that is opened via the button "SDC

functions" in the tab "Accesses". The settings you configure always apply to the selected
access ID.

The following figure shows the mask "SDC settings":
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Group "SEPA
container op-
tions"

# ¢ SDC settings X

SEPA container options

Sender ID NTR00301

Qutput directory  |Upload\ Q

Input directory Upload\ Q

Define file filter for input files ’ Define file filter

Max. number of files per container

[_] Enter/overwrite SDC name |

[_] Enter/overwrite SDC reference |

Store accompanying note
[_] Store accompanying SDC note after successful transfer (PDF file)

[] Store accompanying note CSV after successful transfer

Q-"'-ﬁ Save x Cancel ‘

Figure 5.14. SDC settings

The settings in this group refer to the call for container creation in console mode. They
do not apply to the container creation in GUI mode.

e Sender ID:
The sender ID is the identification of the file sender on the respective target system.
If the file is transferred via EBICS, the EBICS customer ID must be entered here. It is
used as a standard when you create an access ID.

Note

Aside from the sender ID, MVSC fills the field "ldentification Type" with the
value "EBIC". This value indicates that the specified sender ID originates from
the EBICS procedure.

)

e Output directory:
In the directory indicated here, the XML container generated during a console call are
stored.

* Input directory:
This directory is searched for files that are compiled into an XML container. The input
files must meet certain conditions so they can be compiled into a container. More in-
formation on this can be found in the section "Requirements for container creation".
In console mode, only files matching the configured file filter are considered.

« Define file filter for input files:

The file extensions configured here define which file types shall be considered for the
container creation. The file filter works according to the same principle as the dialog
"Default settings".

« Max. number of files per container:

MVSC - Multivia Sm@rtConnect 29.10.2025 43

User manual

Offentlich (C1)



Using MVSC

db ATrUVIA

Group "Store
accompanying
note"

The value specified here defines the number of files after which MVSC shall create a
new XML container.

Note

Please note that even in case of few input files several containers may be
created. This is due to the fact that certain business-related and technical
rules must be observed for the container creation, which requires several
containers to be created.

An example of this is the separation of credit transfers and direct debits
("COR1", "CORE", "B2B").

B

Enter/overwrite SDC name:

The name of the party submitting the file (SDC name) can be specified in the SEPA
source files to be compiled into a container. If the name of the submitting party was
not specified or was specified incorrectly by the system creating the file, the name can
be added or overwritten later with MVSC. If this option is activated, MVSC enters the
SDC name specified in this field into all SEPA files to be compiled into the container.

To this end, the following XML structure (in bold) is added or adapted in each source
file:
<GrpHdr><InitgPty><Nm>SDC NAME</Nm></InitgPty></GrpHdr>

Enter/overwrite SDC reference:

Just as the SDC name, the reference of the file submitter (SDC reference) can be
specified in the SEPA source files. If the corresponding checkbox is activated, the
specified SDC reference is entered in all SEPA source files that are added to the
container.

To this end, the following XML structure (in bold) is added or adapted in each source
file:

<GrpHdr><InitgPty><ld><Orgld><Othr><ld>SDC REFERENCE</Id></Othr></Or-
gld></Id></InitgPty></GrpHdr>

The settings for the accompanying note made here apply for both the GUI and the console
mode. The accompanying notes are only generated if the data was successfully trans-
ferred.

Store accompanying SDC note after successful transfer (PDF file):

If this checkbox is activated, an accompanying SDC note is stored for the transferred
file. In case of DTAUS formats, the accompanying SDC note additionally contains the
reference data specified in the "DTAUS options". For SEPA files, the accompanying
note is generated with the hash value contained in the respective file. It also contains
the information from the GroupHeader (SDC name/SDC reference).

Store accompanying CSV note after successful transfer:

If this option is activated, the accompanying note information is stored in the format
CSV (Comma Separated Values). For each logical unit in the order file, one line is
generated in the CSV file. The semicolon is used as delimiter between the individual
values. The information in each line equals the information in the PDF accompanying
notes.

5.8. Container creation

General inform-
ation

With MVSC, individual SEPA XML files that meet certain conditions can be compiled
into an XML container format. During the container creation, the individual input files are
embedded into the container format in accordance with the SDC guidelines. To this end,
the input files are canonicalised first. Then the so-called hash value (SHA-256) of the
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Requirements
for container
creation

Container cre-
ation in the GUI

Figures of the
dialogs

documents is generated. The hash value serves as check mechanism for the individual
documents and is therefore not displayed in the accompanying note.

The individual SEPA files in pain format must fulfil the following requirements so they
can be compiled into an XML container:

e The input files must have one of the following formats: credit transfers: pain001, direct
debits: pain008

e The files must be structured correctly according to the underlying pain format (check
against the XSD schema).

« Only one element of the type "Payment Information (<PmtInf>)" per file is permitted.
This element indicates a payment that can consist of various transactions.

If the created container is to be submitted via SDC procedure, it is additionally recom-
mended to specify the "name of the submitting SDC" and the "reference of the submitting
SDC" in the so-called "Group-Header".

Note

MVSC does not check the values in these fields; thus containers can also be
created without them. It is, however, possible to add or change this data later
on. A description on this can be found in the section Group "SEPA container
options".

7

The container creation can be found in the GUI and opened via the button "Create con-
tainer" in the tab "Data transfers". The currently selected directory is applied as first
source directory in the dialog. In the upper mask area you can select other source direct-
ories, as well. The left-hand area lists the content (files) of the selected source directory.

The entries listed here can be selected via their respective checkboxes and added to
the container via the button with an arrow to the right.

Once all required files have been selected, you can start the container creation via the
button "Create container". In the subsequent dialog, you must enter the sender ID and
the output directory. Optionally, you can enter the "SDC name" and the "SDC reference".

A Caution
When creating SEPA XML containers, the input files are separated by their pain
format and by the direct debit procedure (core direct debit or B2B direct debit).
Files of the same type are compiled into one container until they reach the
maximum number per container specified in the "SEPA container options".

The following figure shows the mask for file selection:
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74 sel

lect files for container

Select directory

C:

S\MVSC_250\Upload

a2 ]

Select files
Fitter:

® Al 2 valid formats  ( Credit transfers ) Direct debits

?| Selected files

> JH]

Maximum number of files per container: =

Name =

Content

Content

[} 20190808_134326_Protokol_VTR...

EBICS-Protocol file (HAC)

[ pain.no1.001.08.xml

2 Credit transfer via 6.655,86 EUR

L]
=]
=]
=]

D pain.002.001.03gri2.xml

EBICS-Protocol file (HAC)The file has b... | |:

f d Name ~

‘ J Create container

| x Cancel

Figure 5.15. Selection of the files for a container

Mumber of containers: 0

Sum of credit transfers: 0,00 EUR
Sum of direct debits: 0,00 EUR

The following figure shows the mask for container creation:

Cre

ate container

Specify sender ID and output directory

MNote: The sender 1D is the ID of the submitter on the respective target system.
If the file shall be transferred via EBICS, please specify the customer ID of the EBICS
access which is used to perform the data transfer.

Access ID

Sender ID *

Output directory *

‘Zugangsassi

M

‘VTRDO301 ‘v‘
Upload\ Q

Enter/overwrite SDC information in source files

[]SDC name

[ ] SDC reference

[

& ok

x Cancel

Figure 5.16. Container creation

You must enter the sender ID and the output directory here.

Structure of the
file names

The created container files are stored in the specified output directory. The file names
have the following structure:

<Timestamp of the creation>_CONTAINERCONTENT_SENDERID.SDCORDERTYPE
Example for credit transfers:
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ation in console
mode

Return values
and error hand-
ling

20131130_162449 CONTAINER_GUTSCHRIFTEN_MYID1.CCS

Example for direct debits:

20131130_162449 CONTAINER_LASTSCHRIFTENCORE_MYID1.CDS
20131130_162449 CONTAINER_LASTSCHRIFTENB2B_MYID1.C2S
20131130_162449 CONTAINER_LASTSCHRIFTENCOR1_MYID1.C1S

If multiple files are created at the same time, one more counter is added as follows:
20131130_162449 CONTAINER_LASTSCHRIFTENCORE_MYID1_1.CDS

The container creation can also be called via command line. To this end, go to the MVSC
installation directory as follows:

cd C\installation\directory\ WSCQ

Start the container creation with the desired parameters:

1. Variant A: only the access ID and the identifier for the container creation are
entered. All other parameters are determined from the configuration.

Li bJAW bi n\j ava - Xn896m - Xmx256m -jar “"MSC.jar" "MY_ACCESS | D' " CONTAI NER'

For this call variant, the settings stored in the dialog "SDC functions" are used. The
configured file filter is applied to the specified input directory. The input files determined
by the filter are validated and embedded into the container format. The created con-
tainers are stored in the specified output directory.

Note

The so-called "sender ID" and the parameter "Maximum number of files per
container" are always determined from the configuration. These values can
therefore not be specified via the command line. The file filter must also be

configured in the "SDC functions" before the call.

L&

2. Variant B: the access ID, the container identifier and the input directory are
entered.

Li bJAW bi n\j ava - Xms96m - Xmx256m -jar "M/SC.jar" "MY_ACCESS | D' " CONTAI NER'
"path/to/input/directory"

This call differs from variant A only in one instance:

The input directory stored in the configuration is ignored. Instead, the directory path
entered in the call is used as input directory. All other parameters are determined
from the configuration.

3. Variant C: the access ID, the container identifier and the input directory as well
as the output directory are entered.

Li bJAW bi n\j ava - Xn896m - Xmx256m -jar "MSC.jar" "MY_ACCESS | D' " CONTAI NER'
"path/to/input/directory" "path/to/output/directory"

As in variant B, the input directory is also entered here. In this call, however, the output
directory is also specified. It is used instead of the output directory stored in the con-
figuration.

MVSC checks whether files that are to be added to a container in generally suited for
container formats. It is checked whether the conditions described under "Requirements"
are fulfilled.

If this is not the case, a corresponding message is displayed in the GUI. The file is not
added to the container.
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If this situation occurs in console mode, however, the container creation is aborted: no
container is created and the application returns a corresponding return value.

The following table lists the possible return values of the console mode:

Return value Meaning

-1 The EBICS access data is incomplete or erroneous.

-4 No input files were found (according to the file filter and input direct-
ory).

-6 Parameter error: the call parameters are incorrect.

-8 At least one directory could not be found (validation of the input/out-
put directories).

-9 Double call: the application is already running.

1 The container creation was successful; at least one container
has been created.

31 The file format of at least on input file is unknown.

32 XML format invalid: one file does not match the SEPA formats suited
for containers.

33 XML validation failed: one file contains formatting errors according
to the XML schema.

34 XML validation: the file contains more than one <Pmtinf> block
(multiple logical file).

35 XML validation: the Service Level is invalid for containers.

36 XML-validation: the Local Instrument is invalid for containers.

37 XML creation: an error occurred during the canonicalisation of an
input file.

38 XML creation: an error occurred during the hash value calculation.

39 XML creation: a technical error occurred during the container file
creation.

Generally, the negative return values indicate configuration and/or call issues, whereas
the values in the 30s can be attributed to errors in the input files (31 to 36) or errors
during the creation of the container files.

By means of the different call variants in console mode, the container creation can be

tainers combined with the file transfer. To do that, the settings used by MVSC as a standard
are already sufficient.

The following prerequisites must be fulfilled:

* The calls must be executed with a fully initialised access ID (including the download
of the order types).

« The input directory and the file filter in the dialog "SDC functions" may have to be ad-
apted to your system/your input files.

» The specified input directory must contain files that match the configured file filter (the
standard value is "XML"). Information on further requirements for the container creation
can be found in the section "Requirements for container creation".

» The upload directory of the access ID was specified as output directory for the contain-
ers (standard).

Go to the MVSC directory and execute one of the calls described in the section "Container

creation in console mode".

Li bJAW bi n\j ava - Xms96m - Xmx256m -j ar "MSC.jar" "MY_ACCESS_| D' " CONTAI NER'

If the call was successful (return value 1), at least one container file was created and

stored in the output directory. The file name structure of the created container files can
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tainers

be found in the section "Structure of the file names". The file names always end with the
required EBICS order type.

The following call is used to send the container:
Li bJAW bi n\j ava - Xns96m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' "order type"

If different container types are created out of your input files, you must initiate the data
transfer with different order types to ensure that all files are transferred.

Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' CCS
Li bJAW bi n\j ava - Xms96m - Xmx256m -jar "MSC.jar" "MY_ACCESS | D' CDS
Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' C1S

Li bJAW bi n\j ava - Xn896m - Xnx256m -jar "MWSC.jar" "M_ACCESS | D' C2S

These calls initiate the transfer of all files from the upload directory that match the file
filter configured for the specified order types.

As a standard, MVSC stores the ID of the order type in the individual file filters. The
created container files thus match the file filters of the respective order type.

5.9. Verification of payee

Precondition

Since October 2025, specifications have been in place for SEPA credit transfers and
SEPA instant credit transfers: It has to be be possible to compare the payee details with
the payee data stored at the bank for the specified IBAN.

In order to be able to use this recipient verification (hereinafter also referred to as 'VoP"
- Verification of Payee) in MVSC, the customer requires the following new opt-in order
types:

Order types for submission: 'CIV' (Collective transfer of SEPA-Real-Time-Transfers
with VoP), 'CTV' (SEPA-Transfer with VoP)

Order type for pick up: 'VPZ' (VoP status report)

You can view the order types by clicking on the 'Accesses' tab and then on the 'Download
authorisations' button. This button is marked in red in the lower part of the screen in the
following illustration:
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File Configuration Help

(i}j Data transfers | ] Order History | /# Signatures r);(Accesses [ J’J Dialog users [ @ Internet rQLou |

Access ID * 4 |VTRmT_VTR178voP_MUSTER|>1 |v| o New access || == Delete access ‘I gk Copy access

Customer information

Customer ID * E R178QN
User ID * MUSTERO1 ‘ L4 Lock user ‘

Bank server information

Hostname *  [MULTIVIA Q | EBICS verson (25 | ¥] ‘ B verson query ‘

Address * lhl‘tps illebics-test multivia-suite. de/VTR_INT/ebicsweb ‘

Security medium

r

Sig. medium ®) Certificate (O Security file ) Smartcard | ﬁ Change key |
I

Sig. version ® ADDG ) ADOS Keylength: | ,;,—’ Change password |
r

Status ‘ Security medium activated | B Next step = |

password

[¥| Save password T

@ Initizlise |

[ 1
| % Save IH‘ % Download authorisations ‘ll :\:’; Default settings H F SDC functions

Figure 5.17. VoP: Download authorisations

After the order types have been retrieved, they are entered into the MVSC database.
This is illustrated by order types "CIV" and "CTV" in the following figure:

F4 Information on the access X

| Information on the EBICS dentification
TEST AG

Teststr, 1
12345 Testort

| Configuration at the bank server:

[ Order types | Accounts | Public bank keys |

‘Order type | Description Kind of order =
| fecr Transfers in ZKA format Upload =
ccu -Subm\’tmn express remitances Upload
CDB .Submssmn of company drect debits Upload
Coo -Subnmnu direct debits Upload
CIP -lnstan( Payment Upload
cIv v Upload
cTv cTv Upload
B14 B14 Download
D4 D4 Download
HAC HAC - Download custom procol (XML-Format) Download
HVU HVU - Download VEU-Overview Download L
HVZ HVZ - Download VEU overview with additional information Download
DT InTw  nowsload Deotacal Downlaad )

.

Figure 5.18. VoP: Result of the order type retrieval

Default settings  You can make specific default entries for recipient verification ("VoP'). To do this, select
the 'Default settings' button at the bottom of the screen under the 'Accesses' tab.

This button is marked in red in the lower section of the following illustration:
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'F\\e Configuration Help

[ €5 patawransters | 7] orsertistory | 7 signawres | A Accesses | (g Dialogusers | @) mtemet | @ Log |

Access ID * EI |VTR]NT_VTR178VUP_MUSTERU] |' ‘ » | + New access ‘ | == Delete access

| | dede Copy access

Customer information

Customer ID * ﬁRﬂsQN

User ID * MUSTERO1 ‘

L4 Lock user J

Bank server information

Host name * MULTIVIA EBICS verson (3.0 | ~| ‘

@ Version query ]

Address * Ittps /e bics-test multivia-suite.de/VTR_INT/ebicswen |

Security medium

£ Change key l

5,7 Change password I

5ig. medium @ Certificate O Securty fie () Smartcard |
Sig. version @ A006 O ADOS Keylength:  [2045] -] |
Status ' Security medium activated |

W Next step - I

Password

[¥] Save password |

@ Initialise I

| J Save || % Downlozd authorisations

I {:; Default settings ‘” F’ SDC functions

Figure 5.19. VoP: Call Default settings

You will then see the screen shown in the following illustration:
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Preset default settings X

Configure order type

Order type AUTO - Automatically determine upload order type - File fitter for order type

Configure path settings

Upload directory * ‘Upload‘. ‘ ‘

Transferred directory * ‘Upload\Transfered‘. ‘ ‘

Mot-transferred directory * ‘UploadINmTransferedx ‘ ‘

Download directory * ‘Download‘. ‘ ‘

ollelle|le| e

Documents directory * ‘Download‘.Dokumente\ ‘ ‘

Post-processing for uploads

@ Move successfully transferred files
i) Delete successfully transferred files

i) Mo action

Post-processing for downloads

[] Automatically unpack ZIP formats

Other settings

|
Order type for protocol download: PTK - Download Protocol |v‘

Download protocol automatically after data transfer
[]Send as a D file (order release with accompanying note instead of electronic authorisation signature)

[] Send selected sepa- files as IBAN-Only

Enable recipient checking (VoP) -= relevant for order type "AUTO'

Validation error output for files with only one job per opt-out order type

[] Store accompanying payment note after successful transfer (PDF file)

J Save x Cancel

Figure 5.20. VoP: Make Default settings

Here you will find the two checkboxes marked in red at the bottom of the screen shown:
» 'Enable recipient checking (VoP) -> relevant for order type 'AUTO'
and

« 'Validation error output for files with only one job per opt-out order type' -> Validation
error output for files with only one request per opt-out request type (i.e. without recipient
verification)

You can enable or disable the recipient verification for the 'AUTO' order type using the
check box ‘Enable recipient checking (VoP)'.

When activated, this means that the opt-in order types (i.e. order types with recipient
verification, e.g. ‘CTV’, “CIV") are used for this access when selecting the order type
‘AUTO’ in data transfer.

The checkbox ‘Validation error output for files with only one job per opt-out order
type’ allows to control whether an error message should be generated if a data transfer
with an opt-out order type (i.e. without recipient verification) is performed and the file to
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Data transfer
with or without
recipient verific-
ation in the
graphical user
interface (GUI)

be transferred contains only one order. Such an error message is only issued if the
checkbox is activated. There is no automatic switch to an opt-in order type.

First, check that the two checkboxes described in the section above entitled "Default
settings"

< Enable recipient checking (VoP) -> relevant for order type 'AUTO"
and

« Validation error output for files with only one job per opt-out order type -> Validation
error output for files with only one request per opt-out request type (i.e. without recipient
verification)

are correctly maintained.
No further information is required for data transfer.

Data transfer with 'VoP' (opt-In request type, i.e. with recipient verification) using
the order type 'AUTO':

Precondition: The access includes activating the ‘Enable recipient checking (VoP)’
checkbox in the default settings.

The order type ‘AUTO'’ is selected for data transfer.

Fie Configuration Help | A
|# Order History / Signatures Aﬂccs;sas [ J; Dialog users @ Internet | Q Log
Upload options
AccessID * | VTRINT_VTR178VoP_MUSTERO1 v| [[] Send selected fies as D fie (release via accompanying note)
[1] save accompanying note PDF
Order type * AUTO - Automaticaly determine upload order type - [ send selected sepa- fies as IBAN-Only
: Successfully transferred files:
® Move
O Delete
0 Execute order Mo action
File/directory selection
Directory *  |C:\MVSC_450VoP_3\Upload || 4] Analyse content | _" Create container | = Update
¢ Upload B |
& 3 NolTransfered | Name~ Type Size Lastupdate
- Transfered ]| €2 cct_kenmatchmoeglich_alt.xml Microsoft Edge HTML D... 3KB 20.09.2025 07:17
o MVSC_MT940 T
o i:\';’SC:REIchmanﬂ ]| cct_match_alt.xmi Microsoft Edge HTML D... 3 KB 08.10.2025 06:23]
& TJ MVSC_sScH [/ @ cct_nomatch_att.ml Microsoft Edge HTML D... 3KB 29.09.2025 07:17)
o T3 MVSC_Sign_260 1
o= MVSC_Sign_260 - Kopie [/ @ cct_teimatch_alt.xml Microsoft Edge HTML D... 3 KB 08.10.2025 06:23
o MVSC_Sign_300_1 N o -
e e = SEPAlonly_alt.xmi Microsoft Edge HTML D... 1 KB 08.10.2025 06:23,
o = MVSC_SIGN_350_v2 ne WS . g
& =0 MVSC_Sign_450_t1
O MVSC_Sonderversion L
o= MVSC_testperas
o= T MVSCtest
o= 23 Neuer Ordner
o =7 OneDriveTemp
o opt
o PCTI
- PCTIS00_1202
o PCTIS00_6054
o =0 PCTI_450
t e -
A7 ID

Figure 5.21. VoP: Data transfer with order type 'AUTO'

The user selects the files to be transferred. Then the user clicks on the ‘Execute order’
button.

The order types are then automatically assigned and the files are transferred.
The result is shown in the following illustration:
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{4 Result of the data transfer

Summary (for further information please click on the button 'Status messages'):

File name Order type/number/attribute | File validation Result of sending proc... Result of post-processing
cct_keinmatchmoeglich_alt.xml CTV, NOAK, Ofile ISuccessful Sent successfully No action
cct_nomatch_aft.xml CTV, NOAL, Ofile [Successful Sent successfully No action

‘ & ok

‘ l L‘J_\. Status messages

‘ ‘ f;‘ Get customer log -

Figure 5.22. VVoP: Result of the data transfer with order type 'AUTO'

In this case, only opt-in order types are used automatically.

Data transfer without 'VoP' (opt-Out-request type, i.e. without recipient verification)
using the order type 'AUTO":

Precondition: The access includes deactivating the ‘Enable recipient checking (VoP)’
checkbox in the default settings.

The order type ‘AUTO'’ is selected for data transfer.

File Configuration Help E @
5:5} Data transfers r #| Order History / Signatures [ A Accesses ’/ \_‘j Dialog users [ @ Internet Q Log
—_—
Upload options
Access ID * VTRINT_VTR178VoP_MUSTERO1 ‘ - | [] send selected files as D file (release via accompanying note)
[[] save accompanying note PDF
Order type * ‘ AUTO - Automatically determine upload order type ‘vl [] send selected sepa- fies as IBAN-Only
Successfully transferred files:
@ Move
© Delete
0 Execute order O No action
File/directory selection
Directory * |c:\MVEC_4SDVoF_3\Up\nad ‘ - ‘ d Analyse content ‘ ‘ 3 Create container | 2 Update
¢ ~ Upload = | - )
o =5 NofTransfered [ Name- Type Size Lastupdate
o 7 Transfered [ @ cct_keinmatchmoeglich_alt.xmi Microsoft Edge HTML D... 3 K| 29.09.2025 07:17|
o MVSC_MT940 T
. MVSC_Reichmann O e cct_match_alt.xmi Microsoft Edge HTML D... 3KB 08.10.2025 06:23]
% _ MVSC_SCH ]| @® cct_nomatch_alt.xmi Microsoft Edge HTML D... 3 K| 20.09.2025 07:17]
¢ 7 MVSC_Sign_260
o MVSC_Sign_260 - Kopie | @® cct_teimatch_att.xml Microsoft Edge HTML D... 3KB| 08.10.2025 06:23]
= = MVSC_Sign_300_1 ]| €@ sepatonly_aktxmi Microsoft Edge HTML D... 1k8 08.10.2025 06:23
o MVSC_SIGN_350_v2
o = MVSC_Sign_450_t1
o MVSC_Sonderversion L
o MVSC_testperas
o MVSCtest =
- =7 Neuer Ordner
¢ __ OneDriveTemp ml
o= opt
o PCTI
o PCTI500_1202
o PCTI500_6054
(s PCTI_450
¢ PCTI_500 =
4] 1 |

Figure 5.23. VoP: Data transfer with order type 'AUTO'

The user selects the files to be transferred and then uses the button "Execute order".
The order types are automatically assigned and the files are transferred.
The result is shown in the following illustration as an example:
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¥4 Result of the data transfer

Summary (for further information please click on the button 'Status messages'):

File name Order type/number/atiribute | File validation Result of sending proc... Result of post-processing
cct_match_alt.xml CCT, NOAM, Ofile Successful Sent successfully No action
cct_teilmatch_att.xml CCT, NOAN, Ofile Successful Sent successfully No action

&f ok ] l (& status messages

‘ \ @ Get customerlog

Figure 5.24.VoP: Result of data transfer with order type ‘AUTO’

In this case, only opt-out order types are used automatically.
Data transfer with all other order types expect the order type 'AUTO":

A specific order type can also be selected from the order type list. This will then be used
regardless of whether it is an opt-in or opt-out order type.

This is illustrated in the following figure:

Access ID * |

VTRINT_VTR178VoP_MUSTER01

Order type *

AUTO - Automatically determine upload order type

Fileidirectory sej

Directory *

?
o

-
M
MV
1%
L1
MV
MV
MV
MV
MV

M\

O wpbad

AUTO - Automatically determine upload order type

CCT - Transfers in ZKA format

CCU - Submitting express remttances
CDB - Submission of company direct debits
CDD - Submitting direct debits

g
-]

- Instant Payment
CIV - unknown

CTV - unknown

@ Dowrload
B14 - unknown
CD4 - unknown
HAC - Download custom procol (XML-Format)

PTK - Download Protocol

VPZ - unknown

Upload options

[[] Send selected files as D file (release via accompanying note)

[[] Save accompanying note PDF

[] Send selected sepa- files as IBAN-Only

Successfully transferred files:
® Move
O Delete

) No action

-|| 4] Analyse content ||

g Create container

‘ 2 Update |

Type | Size

Last update

Microsoft Edge HTML D...

3KB 29.09.2025 07:17|

Microsoft Edge HTML D...

3 KE! 08.10.2025 06:23

Microsoft Edge HTML D...

29.09.2025 07:17|

T

Microsoft Edge HTML D...
Microsoft Edge HTML D..

= KBI 08.10.2025 06:23

1 KB 08.10.2025 06:234

opt

L A B B A A A A A A A

MVSClest
Neuer Ordner
OneDriveTemp

PCTI
PCTI500_1202
PCTIS00_6054
PCTI_450
PCTI_500

[l I — ID

-

Figure 5.25. VoP: Data transfer with order type other than ‘AUTO’

The following table shows the respective opt-out and opt-in order types:

CCT
XCT
CIP

CCu

verification)

Opt-out order types (i.e. without recipient

Opt-in order types (i.e. with recipient verific-

ation)
CcTvV
XTV
Clv
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Information on
data transfer
with or without
recipient verific-
ation in batch
mode (automat-
ic mode)

Further pro-
cessing of or-
ders in the EDS
(Electronic Dis-
tributed Signa-
ture)

Opt-out order types (i.e. without recipient Opt-in order types (i.e. with recipient verific-

verification) ation)

XCU -

CCC -

XCC -

XCI -

CCs VCS

CIS VIS

CCX VCX

CIX VIX

Here, too, check that the two checkboxes described in the section above entitled "Default
settings":

« Enable recipient checking (VoP) -> relevant for order type 'AUTO'
and

< Validation error output for files with only one job per opt-out order type -> Validation
error output for files with only one request per opt-out request type (i.e. without recipient
verification)

Data transfer with VoP (opt-in order types) using the order type ‘AUTO’

No adjustments need to be made for batch data transfer in the batch job, provided that
the order type ‘AUTO’ is used.

The default settings for the individual entries specify whether the transfer should be
carried out using opt-in order types or opt-out order types. These entries are taken into
account.

Call with order type ‘AUTO’:
java -jar "MSC. jar" <$MEI NE_ZUGANGSI D> AUTO <$MEI N_UPLOADVERZEI CHNI S>
Data transfer with all other order types except the order type ‘AUTO’

However, if qualified opt-out order types are used in the batch job call, you can replace
them with opt-in order types if desired.

Example:

If, for example, the previous use of the opt-out order type ‘CCT’ is replaced by the use
of the opt-in order type ‘CTV’, the call will look as follows:

Previous call with the opt-out order type ‘CCT":

java -jar "MVSC.jar" <$MY_ACCESS-|1D> CCT <$MY_UPLOAD_DI RECTCRY>
New call with the opt-in order type ‘CTV":

java -jar "MVSC.jar" <$MY_ACCESS-I1D> CTV <$My_UPLOAD_DI RECTCRY>

Please note the following important information:

A Caution
All payment transaction files that are transferred with recipient verification (i.e.
with an opt-in order type such as ‘CTV’) are only stored in the EDS with a
transport signature. These still need to be signed!

All files to be signed are listed in the download overview.
This download overview is illustrated in the following figure:
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Retrieve status
report and view
status file

File Configuration Help

=

; — v
&)} vatatransters | [# order tistory | /7 signatures | A Accesses | (g} Dialogusers | (@) itemet | € Log

Download Overview

| VTRINT_VTR178VoP_MUSTER0O1

Access ID * 2 Download Overview ‘ { Get customer log o

Options for the EDS order

& cancel ‘ / sin ‘ [ 8 osoby detsiedinfo ‘ ‘ 7] Display order fie ‘
[ Type a.nu..~ Senton ‘Sent by | Signed by Numb... Sum of amounts | Recipient verification
[]|ccT (nosF) 29.09.2025, 07:17:09 MUSTER02 (Muster) MUSTER02, Muster (A) si 150,03 EUR, not required
[]|ccT (nosG) 29,09.2025, 07:17:10| MUSTER02 (Muster) MUSTERO02, Muster (A) 8 150,03 EUR, not required
[]] ccT (noeH) 29.09.2025, 07:17:11| MUSTER02 (Muster) MUSTERO2, Muster (A) d 150,03 EUR not required
[[]| cCT (NOAC) 08.10.2025, 06:23:30{ MUSTEROD2 (Muster) MUSTER02, Muster (A) 6 150,03 EUR| not required
[JJ|cIP (NOAG) 08.10.2025, 06:23:35 MUSTER02 (Muster) MUSTER02, Muster (A) 2 6.655,88 EUR not required
7
[/ cIv (o6M) 17.09.2025, 09:33:06 MUSTER01 (Max Muster) MUSTERO1, Max Muster (T) 2 6.655,88 EUR %!
MUSTERO2, Muster (A) =i
- MUSTERO1, Max Muster (T) not successful
]| cTv (no61) 17.09.2025, 09:33:01{ MUSTER01 (Max Muster) MUSTERO2, Muster (A) 6 150,03 EUR ErmE e
. MUSTERO1, Max Muster (T) e
[ eTv (oe) 17.00.2025, 09:33:03 MUSTER01 (Max Muster) | MUSTEROZ, Max Mustor (a C 150,03 EUR
.. MUSTERO1, Max Muster (T) not successful
[J|cTv (NosK) 17.09.2025, 09:33:04|MUSTERO01 (Max Muster) MUSTERO2, Muster (A) 6| 150,03 EUR o aatt
g MUSTERO1, Max Muster (T) partial agreement
]| cTv (No6L) 17.09.2025, 09:33:05 MUSTER01 (Max Muster) MUSTEROZ, Max Muster () G 150,03 EUR P2 S eaut
e MUSTER01, Max Muster (T) not successful
]| cTV (N080) 23.09.2025, 07:36:45MUSTER01 (Max Muster) MUSTERO2, Muster (4) 6 150,04 EUR O
o MUSTERO1, Max Muster (T) not successful
[ ]| cTv (No83) 24,09.2025, 08:13:43 MUSTER01 (Max Muster) MUSTEROZ, Max Muster (&) 6| 150,04 EUR L et
- MUSTER01, Max Muster (T) successful
[ cTv (no8z) 29.09.2025, 08:52:55 MUSTER01 (Max Muster) MUISTEROZ Mo 121 1 10,03 EUR

Figure 5.26. VoP: Download Overview

In the table illustration, you can see the opt-out order types ‘CCT" and ‘CIP’ in the first
five table rows in the upper section, which are framed in blue. No recipient verifications
are carried out for these. Therefore, the right-hand column with the heading ‘Recipient
verification’ only states ‘not required’.

No verification by the user is required here.

In the lower section of the last eight table rows, which are framed in red, you can see
the opt-in order types. For these, the status of the recipient verification is entered in the
right-hand column with the heading ‘Recipient verification’.

There are three possible statuses for this:

1. successfull (with a green background)
2. partial agreement (with a yellow background)
3. not successfull (with a red background)

Detailed information on the individual files can be accessed by double-clicking on the
respective row in the table.

For more information on signatures, see the chapter "Data transfer via the GUI",
subchapter "Electronic distributed signature”.

If you would like more detailed information on recipient verification (‘VoP’) for individual
files, you can retrieve and view the status report on recipient verification.

Download status report

To retrieve the status report, select the download order type ‘VPZ' under the ‘Data
transfers’ tab and click on the ‘Execute order’ button.

This is shown in the following illustration:
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Fie Configuration Help =] @
&f} Data transfers [\Aj Order History r / Signatures l AAccesses [ Jﬂ Dialog users r @ Internet ’/ ‘ Log
D options
Access ID * | VTRINT_VTR178VoP_MUSTERO1 ‘ ‘ [[] Perform from-to-query
Order type * VPZ - unknown -
File/directory selection
1
Directory * |C:\MV5C_4SDvnP_!\Dnwnlnzd\VPZ_ZGZSDQZQ_GQUDJ1_VTR178QN_SLOMMAU2 ‘ v‘ | d Analyse content | ‘ a Create container ‘ | @ Update
L3 Download =1 -
o= s |L Name Type Size Lastupdate
o =1 Dokumente | @® 2025-09-23_vPZ_CTV_N080O_120169.xml Microsoft Edge HTML D... SK8 29.00.2025 09:00)
o VPZ_20250929_09003 |
& =3 Konfig | ]| @€® 2025-09-24_vPZ_CTV_N083_120186.xmI Microsoft Edge HTML D... 5 K8l 29.09.2025 09:00
g~ h"‘m . [ @ 2025-09-20_VPZ_CTV_N08Z_120242.xml Microsoft Edge HTML D... 3 K8 29,09.2025 09:00)
o tworl
o Schema
o= | Security
o =0 Temp §
o Traces L3
e 1 Update 4
¢~ Upload =

o NotTransfered
o Transfered
o= =7 MVSC_MT940
o =7 MVSC_Reichmann
o 0 MVSC_SCH
o =7 MVSC_Sign_260
o =7 MVSC_Sign_260 - Kopie
& 2 MVSC_Sign_300_1
o =1 MVSC_SIGN_350_v2
o = MVSC_Sign_450_t1
o =0 MVSC i hd
«] ] [ 1»]

Figure 5.27.VVoP: Retrieve the status report, Step 1

In the next step, confirm that you want to unzip the data received in ZIP format by select-

ing ‘Yes’, as shown in the following illustration.

Fie Configuration Help

[ ﬁ}nawtransfers ' ﬂomerHislory r/ Signatures ’/,gm;cesses I’\_'e)Dialog users @ Internet ;Log

Access ID * VTRINT_VTR178VoP_MUSTERO1 |v |

Order type * VPZ - unknown |v|

File/directory selection

Download options

[] Perform from-to-query

Directory *

C:\MVSC_450VoP_3\Download

Multivia Sm@rtConnect

X fse content H & Create container

H E Update

7T

Download
&1 AXS
o _ Dokumente

The received data was provided in ZIP format, ‘

= Name+ ] E

Size

Lastupdate

do you wx ack the ZIP file now?

14 KB

29.09.2025 09:00|

[m]m]

[1 vez_202
00003 |

& =1 VPZ_:
__ Konfig

-
& Lib

o= 7 Network
& Schema
o= 7 Security
o

-

o

?

= Temp
Traces
~ Update
Upload =
6~ =7 NofTransfered
o = Transfered
- MVSC_MT940
__ MVSC_Reichmann
MVSC_SCH
= MVSC_Sign_260
MVSC_Sign_260 - Kopie
=2 MVSC_Sign_300_1
MVSC_SIGN_350_v2
MVSC_Sign_450_t1 |
MVSC =
4 Il [ [*]

LR A A A

Figure 5.28. VoP: Retrieve the status report, Step 2

The status logs are then listed in a list.

The following figure shows an example of such a list of status logs:
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Fie Configuration Help 5
&} pata transters | /] Order History r/ Signatures r A Accesses |' <) Dialog users r@ Internet ”’Loﬂ |

Upload options

Access ID * | VTRINT_VTR178VoP_MUSTERO1 |v | [[]Send selected fies as D file (release via accompanying note)
[[] 5ave accompanying note PDF

Order type * AUTO - Automatically determine upload order type [v [ Send selected szpa- files as IBAN-Only

successfully transferred files:

@® Move

© Delete
0 Execute order © No action

File/directory selection

0
Directory * |C:\MVSC_45ElvoP_B\Down\oad\VFZ_ZU251Ell6_092513_VTR17BQN_MUSTER01 ‘vH ,J Analyse content ‘| é Create container H E Update

WVSC_450_j8 < ‘ ‘ : ‘
MVSC_450_j8-T 1 L] Name< . Type r Size | Lastupdate
MVSC_450_Prod [ @ 2025-10-16_vPz_CTV JNOAO] 120544.xmi Microsoft Edge HTML D... 5KE 16.10.2025 09:25)
MVSC_450_VoP_2
MVSC_450_VoP_2 - Kopie
MVSC_450_VoP_117_1
MVSC_450V0P_3

Backup

Db L

Download
o AXS =
o Dokumente
|4
-

R A0 2 B A A 4

7Y

-

VPZ_20250929_09003 |

VPZ_20251016_09251
Konfig
Lib
Network
Schema
Security
Temp
Traces
Update —

<] ] I I'Iv

LR A A A B B 2 4

Figure 5.29. VoP: Status logs

Atruvia files can be identified by their order number. For Atruvia orders, you will find
the order number in the ‘Name’ column in the name after the order type. In the image
above, the order number is marked in red.

Example: The name of the job file is ‘2025-10-16_VPZ_CTV_NOAO_120544.xml’. The
order number is ‘NOAQO’.

Display of the VoP status file

The recipient file name verification protocol can now be displayed and saved as a PDF
document or be printet.

The following figure shows an example of a status file:

'_;4 Recipient file name verification protocol: 2025-09-24_VPZ_CTV_M083_1201865ml X
File-ID: MCSPACZEDSWR?DY?ZFHHUJT

Date: [24.09.2025 08:13:46

Total number of transfers: 3

Total amount: (150,04

successful (RCVC): 5]

partial agreement (RVMC): i

no match (RVNM): B

matching not possible (RVNA): kl

| Collectors Reference IBAN Status Recipient name original reported recipient name
0510JVOHABL171B3 DE31699686240010010101 RVMC (partial agreement) H. Schrank Heinz Schrank
|UEIDJVDHAGL1?133 DE21699686240010010101 RCVC (successful) Heinz Schrank

0510JVOHABL171B3 .DE3159953624001DD10101 RVNM (no match) -Hesze)er

|0510JVDHAGL1T{BS DE31699686240010010101 RVNM (no match) Ursula Quatsch

0510JVOHABL1T1B3 DE31699686240010010101 RCVC (successful) Heinz Schrank

0510JVOHABL171B3 DE31699686240010010101 RCVC (successful) Heinz Schrank

i K cose [| da Save as PDF i

Figure 5.30. VoP: Recipient file name verification protocol
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The following figure shows the same status file after sorting by the table column ‘Status’
marked in red:

{4 Recipient file name verification protocol: 2025-09-24_VPZ_CTV_N083_120186.xml|

File-ID: MC SPAC220510R7DY73FHHOJUT

Date: 124.00.2025 08:13:.46

Total number of transfers: B 1

Total arount

successful (RCVC): B

partial agreement (RVMC): U

no match (RYNM): E

matching not possble (RVNA): ﬁ
Collector's Reference IBAN s v Recipient name original | reported recipient name
0510JVOHABL17183 DE31699686240010010101 [RVIMM (no match) Heinz Meyer

0510JVOHABL171B3 DE31699686240010010101 IRVIMM (no match) Ursula Quatsch 1

0510JVOHABL171B2 DE31699686240010010101 IRVMC (partial agreement) H. Schrank Heinz Schrank
0510JVOHABL17183 DE31699686240010010101 RCVC (successful) Heinz Schrank ‘

0510JVOHABL171B3 DE31699686240010010101 IRCVC (successful) Heinz Schrank

0510JVOHABL 17183 DE31899686240010010101 IRCVC (successful) Heinz Schrank ‘

| x Close | [ \' Save as PDF

Figure 5.31. VoP: Recipient file name verification protocol sorted by status
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Chapter 6. Annex
6.1. File filter

Purpose File filters play an important role particularly in console mode. For upload orders, they
are necessary to filter for the file types that shall be transferred with the configured order
type. To this end, the 3-5-digit file extensions that are to be transferred with the respective
order type are stored.

Standard set- Initially, the preset value is the 3-digit identifier of respective order type (e.g. "AZV").
tings
Menu item The file filter editor can be found via the tab "Accesses". First click on the button "Default

settings" and then on the button "File filter for order type".

Validity The configuration of the file filter can be individually configured for each upload order
type per access ID.

Examples The following table lists some order types with their typical file extensions:
Order type Typical file extensions
AZV (cross-border payments) DTAZV
CCT SEPA XML

6.2. Return values in console mode

General inform- If MVSC is used by means of a batch file, the calling application requires information on

ation the result of the transfer process. MVSC returns this information as a numeric value that
represents a specific message. The following describes the different return values and
their meaning.

Return values If the data transfer was successful, you receive the return value "1". This return value
and their mean- means that the transfer to the bank server was successful for all files found.

Ing If you receive the return value "0", it means that at least one file could not be transferred
successfully. In most cases, this is due to formatting errors in the affected file.

Return values lower than zero, on the other hand, indicate an error in the configuration.
The following table lists the possible return values:

Return value Meaning

25 This return value can occur upon start of the application in console
mode. It means that an update is available for MVSC. The update
can only be performed in desktop mode.

1 All files found have been successfully transferred to the bank server.
Subsequently, the customer protocol (PTK/HAC) has also been
successfully downloaded.

0 The data transfer was only partially successful. At least one of the
files found was transferred successfully, while other file were not.
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Return value Meaning
In most cases, formatting errors in the order files are the reason for
this return value.

-1 The EBICS access data is incomplete or erroneous.

-2 The Internet access data is erroneous.

-3 The entered order type is not supported or is not activated for this
access ID.

-4 No files matching the file filter were found in the specified directory.

-5 At least one of the file found is already being transferred by another
dialog user (network installation).

-6 Invalid call parameters were entered.

-7 An access ID that uses a smartcard as signature medium was
entered. In console mode, only security files are supported.

-8 A configured/entered directory path is either invalid or you have no
write or read authorisation for this directory path.

-9 The application is already running. The data transfer is prevented
so that no files are transferred more than once.

-99 You are using a test version that only supports one specific bank
sever but not the entered bank server.

-999 Your application version has expired and can no longer be used.
EBICS error All numerical values higher than 1 indicate an issue that was reported back by the EBICS
messages server. These numbers mostly consist of 5 digits and indicate errors that occurred during

the EBICS transfer. If such an error occurs, the entire transfer is aborted as the same
error can be expected during the transfer of the next file.
The following table lists some of these EBICS return values and their meaning:

Return value/EBICS Column title

CODE

90005/ No data is available for download at the EBICS bank server for this

EBICS_NO_DOWN- order type.

LOAD_DATA AVAILABLE Thisis not an error as there are several reasons for which no data
may be available. For example, it might be the case if the data has
already been downloaded.

91002/ The sending user is unknown to the bank server or has not been

EBICS INVAL- activated in the system yet.

ID_USER_OR_USER_STATE

61001/ There can be different reasons for this error message:

EBICS_AUTHENTICA- . . . .

TION FAILED « The sending user is not authorised to execute this order type.

- * The dialog user has not synchronised his private keys (INI) or the
public bank keys (HPB) at the bank server yet.
* The systems work with different certificates.

91115/ Each order is transferred with its own order number (order ID). It

EBICS OR- must not be repeated within a specific time period.

DERID_ALREADY_EXISTS If this error occurs, two orders with the same order number were
sent within a few days. You can fix this issue by adjusting the file
"Number.num" in the "config" directory below the installation direct-
ory. Open the file "Number.num" and increase the value of the ele-
ment "BPZ" by at least 2.

Please note that the entered value may not exceed the number
46655.
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Return value/EBICS Column title
CODE

Note

As of the EBICS version 2.5 this error can no longer occur
as the order numbers are allocated centrally at the EBICS
bank server.

90003/ The submitting user is not authorised for the selected order type.
EBICS AUTHORISA- The authorisation for the order type may have been revoked at the
TION OR- EBICS bank server.

DER_TYPE_FAILED For the user to receive the order type authorisation, the operator of

the EBICS bank server must activate it for that user. For the changes
made at the EBICS bank server to become active in MVSC, too,
you must click on the button "Download order types" in the tab
"Accesses".

6.3. Order types

Order types in  Adistinction is made between upload orders (transfer to the EBICS server) and download
EBICS orders (download from the EBICS server).

Each order type has a 3-digit alphanumeric ID which is used to unambiguously identify
them at the EBICS bank server system. It is also stored at the EBICS bank server, which
order format shall be transferred with the respective order types and which business
processing shall be performed for the data.

Standard order In the EBICS standard, various order types have already been preconfigured for the
types common order formats.

The following table shows examples for original EBICS order types:

Order type Transfer direction  Order description = Order format/pro-
cessing
AzZV Upload Send AZV in disk DTAZV
format (cross-border
payments)
CCT Upload Send Credit Transfer pain.001
Initiation (SEPA credit
transfer)
CDD Upload Send Direct Debit Ini- pain.008
tiation (SEPA direct
debit core)
STA Download Download SWIFT MT940

daily statements (ac-
count transactions)

VMK Download Download short-term MT942
interim transactions
C52 Download Download Bank to camt.052

Customer Account
Report (interim trans-
actions)

C53 Download Download Bank To  camt.053
Customer Statement
Report (account
transactions)
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There are more order types predefined by the EBICS standard. They can be found under
"http://www.ebics-zka.de/".

6.4. Logging
6.4.1. Dialog user log

Actions of the  All actions performed by a dialog user in the GUI are saved to a dialog user log. In order

dialog user for the actions to be traceable chronologically, a new dialog user log is created for each
day. The dialog user log does not contain any technical information, but mostly the
messages displayed by the application during its use.

Menu item The dialog user log can be viewed via the tab "Log".
The following figure shows the tab "Log":

& vaa |/ Ac 1) Dialogusers | (@) mtemet | @ Log
search | S "’.‘LL ~| Date |03.09.2019 |'.'1 =7 Create file attachment

[US-US-2U T9 U0 TUF (1M O GUWITTUEU UTUET PES TTas UEETT EXETUIg U SUGCESSTUNy
[03.09.2019 08:55:10) [INFO]
[03.09.2019 08:55:10] [INFO] EBICS communication terminated.

[03.09.2019 08:55:10] [INFQ] Starting post-processing.

[03.09.2019 09:44:27] [INFO] Access ‘CUSTOMER' saved.

[03.09.2019 09:44:29] [INFO] Please create a security file now

to be able o use the created access.

[03.09.2019 09:50:39] [INFO] Access ‘CUSTOMER' saved

[03.09.2019 09:50:56] [INFO] Please note that saving the password (despite encryption) presents a
security risk because it might be stored together with the

security medium on your hard drive!

Still save password? Response: Yes
[03.09.2019 09:51:00) [INFO] Access 'CUSTOMER' saved.
[03.09.2019 10:00:44] [INFO] - STOP

03.09.2019 10:01:06] [DEBUG] File for the adoption of setfings from the installation not found, nothing is importe
[03.09.2019 10:01:07] [INFO] - START

[03.09.2019 10:01:07] INFO] Call variant: GUI mode Java-Version=1.8

[03.09.2019 10:01:11] [INFO] Login successful, logged-in dialog user: Administrator@CP11621

[03.09.2019 10:01:12] (INFO] Tab change: Data transfers

[023.09.2019 10:01:16] [INFO] Tab change: Configuration

[03.09.2019 10:01:22] [INFO] Start EBICS communication

[03.09.2019 10:01:22] [INFO]
[03.09.2019 10:01:22] INFO] ‘Download supported EBICS versions® is being executed..
[03.09.2019 10:01:22] [INFO]
[03.09.2019 10:01:23] INFO] Downloading server certificate.

[03.09.2019 10:02:45] [INFO] The certificate for the server has been imported successfully!
[03.00.2019 10:02:45] [INFO]
[03.09.2019 10:02:45] [INFO] The available EBICS versions are being downloaded.
[03.09.2019 10:02:46] [INFO] EBICS versions downloaded successfully
[023.09.2019 10:02:46] [INFO]
[03.09.2019 10:02:46] [INFO] ‘Download supported EBICS versions’ has been executed successfully.
[03.09.2019 10:02:46] [INFO]
[03.09.2019 10:02:46] [INFO] EBICS communication terminated. |-
[03.09.2019 10:02:46] [INFO] Starting post-processing

[03.09.2019 10:02:47] [INFO] The server VTRINT supports the following EBICS versions:23,24 25 =
[03.09.2019 10:02:48] [INFO] Tab change: Log

Figure 6.1. Log

Filtering the When the tab "Log" is displayed, it lists the latest log entries first. By means of the calendar

view selection, you can select the day for which the log shall be displayed. The displayed log
file can be filtered by certain message types via the selection list "Filter". This way, you
can quickly check whether, for example, errors have occurred on a specific day (filter
"WARNING/ ERROR").

Additionally, the displayed log can be searched for any words.

Creating a file Should there be issues with MVSC, the written log files can be exported as a ZIP-com-
attachment pressed file archive via the button "Create file attachment”. This archive file can then be
sent to the support of Atruvia.
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6.4.2. Technical logging

Log level If persistent issues occur during data transfers that cannot be fixed even after several
solution attempts, you can increase the amount of logged data. While the connection is
being established, detailed information is recorded which may reveal more about the
occurring error.

You can find this setting in the "Help" menu, sub-item "Logging". There are four possible
log levels.
These are shown in the figure below:
Help
] E Manual v / Signatures ﬁ
| Logging » - Log all I
— 2 Log errors and warnings
| Q Update O Only log errors
| O Do not | hi
6 Infoflicence SRR
Figure 6.2. Logging

Log files The log files can be found in the subdirectory "Traces". The files containing the technical
logs start with "Trace". The information they contain relates only to the technical process
of EBICS data transfers.

6.5. Help

Manual Under the menu item "Help", "Manual" you can download this manual as a PDF document
while using MVSC.
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